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demonstrating probable cause and securing a warrant, conflicts with the
Constitution’s requirements.294

B. Applying the Fourth Amendment to Electronic Communications

When applying legal rules to the Internet, Professor Orin Kerr points out
that courts and lawyers have two choices: they can either take the
perspective of a user and try to draw analogies between “realspace” and
cyberspace, or take an external perspective and apply the law to the
transactions underlying the network’s operation.2% In the Internet context,
the different perspectives may lead to particularly divergent results, because
a user may be fully immersed in the network, but have no idea of its inner
workings.?%  For example, from a user’s perspective, e-mail is the
equivalent of postal mail, and should thus be entitled to the same high
standard of Fourth Amendment protection.2?7 However, from an external
perspective, that same message is stored on both the recipient’s computer
and the sender’s computer and may have been transmitted between two
different ISPs, either of which may have also retained a copy.2¢ From this
perspective, Fourth Amendment protections are less clear.299

Some early decisions to address the protection afforded to electronic
communications placed considerable emphasis on the technical details of
how electronic messages are transported and delivered.3%0 For example, in
United States v. Councilman,30! the U.S. Court of Appeals for the First
Circuit engaged in an in-depth review of how e-mail is transmitted between
computers.392  Although such a highly technical analysis is not required
under the Katz test focusing on reasonableness,303 even courts considering
the technical details of how an electronic message is transmitted have found
that a third party’s limited interaction with a message during delivery does
not limit the Fourth Amendment protections.

In Warshak v. United States, a unanimous panel of the U.S. Court of
Appeals for the Sixth Circuit held that e-mail messages were protected
under the Fourth Amendment in spite of the third-party ISP’s limited
access.3%4 More recently, the U.S. Court of Appeals for the Ninth Circuit

294. Cf 18 U.S.C. §§ 2703(a)(b).

295. Orin S. Kerr, The Problem of Perspective in Internet Law, 91 GEo. L.J. 357, 35960
(2003).

296. Id. at 362.

297. Id. at 365-66; cf Cooley, supra note 179, at 73 (drawing an analogy between
telegrams and postal mail).

298. Kerr, supra note 295, at 366; ¢f. Wikipedia, E-Mail, supra note 30.

299. See Kerr, supra note 295, at 366—67.

300. See, e.g., Saul Hansell, You 've Got Mail (and Court Says Others Can Read It), N.Y.
TIMES, July 6, 2004, at C1.

301. 418 F.3d 67 (1st Cir. 2005).

302. See id. at 69-70.

303. See generally Katz v. United States, 389 U.S. 347 (1967).

304. 490 F.3d 455, 460 (6th Cir. 2007), vacated en banc, 532 F.3d 521 (6th Cir. 2008)
(finding claim was not ripe for judicial determination); see infra Part 11.B.1.
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concluded in Quon v. Arch Wireless Operating Co.3% that individuals have
reasonable expectations of privacy in their text messages and that those
messages are, therefore, also protected by the Fourth Amendment.306
Additionally, in other analogous areas, courts have found that a third party’s
limited access to some part of an electronic communication does not
eliminate all Fourth Amendment protections, further supporting the
decisions in Warshak and Quon.307 However, these decisions conflict with
§ 2703(b) of the SCA, which is premised on the concept that electronic
communications stored by third parties are not protected under the Fourth
Amendment.

1. E-mail: Warshak v. United States

While investigating Steven Warshak and Berkeley Premium
Nutraceuticals, Inc.—the company Warshak controlled—for mail and wire
fraud, money laundering, and other federal offenses, the government
obtained an order from a magistrate judge under § 2703 of the SCA that
required Warshak’s ISPs to turn over all “electronic communications (not in
electronic storage unless greater than 181 days old) that were placed or
stored in directories or files owned or controlled by Warshak.”308 The
court issued the orders under seal and prohibited the ISPs from informing
Warshak.39° Over a year after the orders issued, the government finally
informed Warshak about the orders.310

In addition to challenging the use of the messages as evidence, because
the government failed even to comply with the delayed notice provisions
contained in the SCA, Warshak also raised a Fourth Amendment challenge
to the search of these messages.?!! Writing for a unanimous panel of the
Sixth Circuit, Judge Boyce F. Martin, Jr. found that the reasonable
expectation of privacy question must “focus on two narrower questions than
the general fact that the communication was shared with another.”312 First,
courts need to “identify the party with whom the communication is
shared.”313 Second, courts must consider the precise information conveyed
to the party from whom disclosure is sought.314

The court recognized that the depositor in Miller and the caller in Smith
had assumed the risk that the bank and phone company might disclose the

305. 529 F.3d 892 (9th Cir. 2008).

306. Id. at 903; see infra Part I11.B.2.

307. See infra Part 11.B.3.

308. Warshak, 490 F.3d at 460.

309. Id. Identical orders were presented to NuVox Communications and Yahoo!, where
Warshak held e-mail accounts. /d.

310. Id at 460-61.

311. Id. at 461.

312. Id. at 470.

313. Id

314. Id; ¢f Couch v. United States, 409 U.S. 322, 340 (1973) (Douglas, J., dissenting)
(recognizing the difference between disclosing information to one person and to the general
public).
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information they had voluntarily conveyed to them.3!5 However, the panel
concluded that the “assumption of risk” is limited to the information
actually conveyed to the provider, which, in the context of a phone
conversation, does not include the content of the call.3!6 This distinction
led the court to hold that the third-party exception only permits the
government to compel disclosure of the specific information to which the
third party had access.3!7 “It cannot, on the other hand, bootstrap an
intermediary’s limited access to one part of the communication (e.g. the
phone number) to allow it access to another part (the content of the
conversation).”318  Even though the “ISP could access the content of e-
mails and phone calls, the privacy expectation in the content of either is not
diminished, because there is a societal expectation that the ISP or the phone
company will not do so as a matter of course.”3!? Consistent with the third-
party doctrine, the court noted there would be no Fourth Amendment
violation if the government subpoenaed the recipient of the e-mails.320
However, here, the government subpoenaed the ISP, which was “not
expected to access the content of the documents, much like the phone
company in Katz.”32!

Even though the court found that Warshak did have a reasonable
expectation of privacy in his e-mails, it did not declare the statute
unconstitutional. The court instead issued an injunction prohibiting the
government from compelling disclosure of e-mails unless it first obtained a
warrant, provided notice to the account holder, and allowed him the same
judicial review he would have if subpoenaed.322 Altematively, the order
allowed the government to simply subpoena the e-mails if it could show
“specific, articulable facts, demonstrating that an ISP or other entity has
complete access to the e-mails in question and that it actually relies on and
utilizes this access in the normal course of business, sufficient to establish
that the user has waived his expectation of privacy with respect to that
entity.”323

On rehearing en banc, a majority of the Sixth Circuit found the issue was
not fit for judicial review as it was unclear whether the government
intended to perform further ex parte review of Warshak’s e-mail.324 The
majority also noted that the lack of Fourth Amendment challenges to the
SCA since its inception in 1986 further validated the court’s decision not to
address the Constitutional issue.32> Except for this reference, the majority

315. Warshak, 490 F.3d at 470.

316. Id. at 471; see also Katz v. United States, 389 U.S. 347, 353 (1967).
317. Warshak, 490 F.3d at 471.

318. Id

319. Id.; see also supra note 132 and accompanying text.

320. Warshak, 490 F.3d at 471.

321. Id; ¢f. supra note 261 and accompanying text.

322. Warshak, 490 F.3d at 475-76. ‘

323. Id. at 476.

324. Warshak v. United States, 532 F.3d 521, 526 (6th Cir. 2008) (en banc).
325. Id. at 531.
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did not discuss the panel’s earlier conclusions regarding the
constitutionality of § 2703 of the SCA.326 [n dissent, Judge Martin
remarked that “[i]nstead of reaching the question that is on everyone’s
mind—whether or not the delayed notification provision of the Stored
Communications Act is constitutional—the majority sidesteps the
question.”327 Expressing his discontent with the majority’s decision, Judge
Martin went on to speculate, “[I}f I were to tell James Otis and John Adams
that a citizen’s private correspondence is now potentially subject to ex parte
and unannounced searches by the government without a warrant supported
by probable cause, what would they say? Probably nothing, they would be
left speechless.”328

Although the panel’s initial decision is no longer in force, its reasoning
regarding the underlying constitutional issue is still persuasive. Taking an
internal perspective and accepting the validity of the Supreme Court’s third-
party doctrine, the panel recognized that, although Warshak’s messages
were stored in a commercial ISP’s database, the ISP was not a party to the
communications and its limited interaction with the communications did not
vitiate Warshak’s legitimate expectation of privacy in them.329
Recognizing that Warshak had a reasonable expectation of privacy in the
messages would extend Fourth Amendment protections to them and render
§ 2703 of the SCA unconstitutional.

2. Text Messages: Quon v. Arch Wireless Operating Co..

More recently, in Quon v. Arch Wireless Operating Co., the Ninth Circuit
found that city employees have reasonable expectations of privacy in text
messages sent from pagers provided by their employers.330 The city of
Ontario, California contracted with Arch Wireless for wireless text
messaging services, and distributed pagers to various city employees,
including Ontario Police Department Sergeants Jeff Quon and Steve
Trujillo.33!  The city lacked an official policy for the pagers but had a
general technology policy limiting the use of computer equipment to city-
related business.332 The policy admonished that users “‘should have no
expectation of privacy or confidentiality when using these resources.””333

326. See id. at 533.

327. Id. at 535 (Martin, J., dissenting).

328. Id at 538.

329. See supra notes 317-22 and accompanying text.

330. 529 F.3d 892, 903 (9th Cir. 2008). A similar issue appeared before the U.S. Court of
Appeals for the Ninth Circuit several months before Quon in United States v. McCreary, No.
05-10818, 2008 WL 399148, at *1 (9th Cir. Feb. 12, 2008). The defendant in McCreary
challenged the government’s use of § 2703 of the SCA to obtain transcripts of text messages
he sent. /d However, the court found there was substantial independent evidence of
McCreary’s guilt and did not reach the constitutional issue. /d.

331. Quon, 529 F.3d at 895.

332. Id. at 896.

333. Id. (quoting the City of Ontario Computer Usage, Internet and E-Mail Policy).
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Each pager had a monthly character allotment under the contract, and the
city’s unofficial policy was to refrain from auditing usage so long as the
users paid any overages.33* However, as part of an internal affairs
investigation, city officials obtained transcripts of some officers’ usage and
discovered personal and sexually explicit messages.335 The officers and the
parties with whom they were communicating brought an action challenging
the police department’s review of their messages under the Fourth
Amendment and the SCA.336

The district court concluded that “electronic storage” as defined in the
SCA337 included storage after transmission and that to read it more
narrowly and find it only covers pretransmission storage would undermine
the purpose of the SCA.33%8 The court then denied Arch Wireless’s motion
to dismiss the claim, rejecting the argument that, because the sergeants were
not subscribers, they were not users of the system and not entitled to the
protections of the SCA.339

The district court later granted the defendants’ summary judgment
motion, finding that Arch Wireless was an RCS under § 2702(a) of the SCA
and committed no harm when it released the text message transcripts to its
subscriber, the city.340 However, the district court found that, in light of the
informal policy that the officers’ pager use would not be monitored if they
paid the overage charges, the officers had reasonable expectations of
privacy in the messages they sent.34!

On appeal, the Ninth Circuit affirmed in part, reversed in part, and
remanded for further proceedings.342 The court disagreed with the district
court’s conclusion that Arch Wireless was acting as an RCS.343  Although
an RCS may release private information with the consent of a subscriber,
addressee, or intended recipient, an ECS may only release the information
with the consent of the addressee or intended recipient.3** The court looked
at the plain language of the SCA and its “common-sense definitions” and
found that Arch Wireless provided the city with electronic communication
services and not just remote storage, even though it retained backup copies

334, Id. at 897.

335. Id. at 898.

336. Id

337. 18 U.S.C. § 2510(17) (2006).

338. Quon v. Arch Wireless Operating Co., 309 F. Supp. 2d 1204, 1209 (C.D. Cal. 2004).

339. Id. at 1209-10.

340. Quon, 529 F.3d at 898; Quon v. Arch Wireless Operating Co., 445 F. Supp. 2d 1116,
1133, 1138 (C.D. Cal. 2006).

341. Quon, 529 F.3d at 899. The district court then held a jury trial on the officers’ intent
in reviewing the messages to determine if the review was reasonable, and the jury concluded
it was, absolving the police department of liability. /d.

342. Id at911.

343. Id. at 902-03.

344. Id. at 900.
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of the messages city employees transmitted.345 Concluding that Arch
Wireless was acting as an ECS, the court found that it violated the SCA by
releasing the messages without consent from either the sender or the
intended recipient.346

Most relevant for present purposes, the Ninth Circuit affirmed the district
court’s determination that the users had reasonable expectations of privacy
in their text messages and that they were therefore protected by the Fourth
Amendment.347 Even though the official department policy indicated that
the officers should not expect any privacy while using the department-
supplied technology, the court concluded that because Sergeant Quon had
in the past exceeded the character limit and his messages had not been
reviewed, the department followed an “informal policy” of not reviewing
messages.34®  Because the department did not review the messages, the
policy did not foreclose the officer’s expectations of privacy.34?

Similar to the Sixth Circuit’s reasoning in the panel decision in Warshak,
the court also recognized the distinction between Katz, which offered strong
protection for the content of a phone conversation, and Miller, which found
there was no protection for telephone numbers dialed, and held that the
content of the text messages was protected.3>0 The court opined that the
fact “[t]hat Arch Wireless may have been able to access the contents of the
messages for its own purposes is irrelevant” when determining the scope of
the user’s privacy.35! Because the parties “did not expect that Arch
Wireless would monitor their text messages, much less turn over the
messages to third parties without . . . consent,” Arch Wireless’s limited
access did not diminish the user’s reasonable expectations of privacy.332
The Court did, however, note that whether an expectation of privacy is
reasonable was a ‘“context-sensitive” inquiry and, had Sergeant Quon
permitted the department to review his messages, none of the parties to the
conversations would have had a reasonable expectation of privacy.3%3 In

345. Id. at 900-01. The Ninth Circuit also reached a similar result when it found that a
provider of e-mail services was an ECS even though it retained e-mails for backup
protection. See Theofel v. Farey-Jones, 359 F.3d 1066, 1070 (9th Cir. 2004).

346. Quon, 529 F.3d at 903.

347. Id. at 904.

348. Id. at 907; see also, e.g., Haynes v. Attorney Gen., No. 03-4209, 2005 WL 2704956,
at *4 (D. Kan. Aug. 26, 2005) (discussing fact-specific inquiry to determine whether
employee had legitimate expectation of privacy and collecting cases).

349. Cf, e.g., United States v. Mosby, No. 08-CR-127, 2008 WL 2961316, at *5 (E.D.
Va. July 25, 2008).

350. Quon, 529 F.3d at 904-05. The Court also noted that there was no meaningful
difference between the text messages at issue and the e-mail messages at issue in United
States v. Forrester, 512 F.3d 500, 510 (9th Cir. 2008), where the Ninth Circuit concluded
that there was no privacy in the to/from address of e-mail messages because users should be
aware that information is available to ISPs for routing. Quon, 529 F.3d at 904-05.

351. Id. at 905.

352. Id. at 906.

353. Id This is similar to the panel’s decision in Warshak, which found that the
government may be able to access the messages from the ISP with just a court order or
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this case, in spite of the warnings not to expect privacy while using
department-supplied technology, because the police department followed a
policy of not auditing his messages as long as he paid the overage, the
Ninth Circuit agreed that Sergeant Quon had a reasonable expectation of
privacy in the text messages.33*

Quon, like Warshak, recognized the limits of the third-party doctrine and
that a user’s expectation of privacy was not eliminated merely because a
communication was stored on a third party’s server.355 Arch Wireless was
expected to provide text messaging services, including storing and
transmitting messages, but the parties did not expect that Arch Wireless
would review or disclose their private messages.33¢ Unlike Hoffa speaking
to his associate, Arch Wireless was not a party to the conversations, but
merely a storage facility, and the users did not assume the risk that they
would disclose their messages.337

3. Protection for Other Electronic Information

a. Information Held by, but Not Directed to, Third Parties

As the Supreme Court recognized in Katz, the mere fact that a
conversation is shared with another does not eliminate all Fourth
Amendment protections.3® In the electronic communications context, both
Quon and the panel opinion in Warshak recognized that individuals have
reasonable expectations of privacy in electronic communications, even
where the communications pass through third-party intermediaries who
could theoretically review the contents of the communications.?39 In this
situation, practice and societal expectations indicate that the service
providers, like the phone company in Katz, will not review the
communications, 360

However, consistent with Katz’s mandate that information voluntarily
exposed to the public is not subject to Fourth Amendment protection,36!
several courts have found that an individual does not have a reasonable
expectation of privacy in her personal, subscriber information conveyed to

subpoena if the ISP had a practice of reviewing the messages. See Warshak v. United States,
490 F.3d 455, 475-76 (6th Cir. 2007), vacated en banc, 532 F.3d 521 (6th Cir. 2008).

354. Quon, 529 F.3d at 906. The court also rejected the police department’s argument
that Sergeant Quon lacked a reasonable expectation of privacy because the California Public
Records Act, CAL. GOv'T CODE § 6253 (West 2008), makes public records open to
inspection by the public. Quon, 529 F.3d. at 907.

355. See supra Part I1.B.1-2.

356. See Quon, 529 F.3d at 905-06.

357. Cf United States v. Hoffa, 385 U.S. 293, 302 (1966).

358. See United States v. Katz, 389 U.S. 347, 353 (1967).

359. See supra Part I1.A-B.

360. See supra Part 11.A-B.

361. Katz, 389 U.S. at 351.
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an ISP.362 Law enforcement officers are often aware of the IP address363
associated with a user engaging in illegal activity online, but must obtain
that user’s subscriber information from the ISP in order to ascertain the
identity of the actual person linked to that IP address.?¢* Several courts
have held that users do not have legitimate expectations of privacy in this
information because they voluntarily conveyed it to their third-party ISP,
and it is therefore not protected by the Fourth Amendment.365 These courts
find that this information is akin to the bank records in Miller, which were
voluntarily turned over to the third party for its use and hence were not
protected by the Fourth Amendment.366

Highlighting the difference between information simply made available
to a third party and information directed to a third party, some courts have
found that pen registers cannot be used to capture post-cut-through dialed
digits (PCTDD).367  Frequently, individuals enter credit card, social
security, personal identification, or other numbers into a phone system in
response to prompts from an automated system at the other end of the line
after a call is connected. These PCTDDs can, in principle, be recorded by
pen registers.3¢8 In considering a request from law enforcement for
approval to use such a device, a court noted that although the phone
company certainly could view this information if it chose, unlike dialed
telephone numbers, which are used to connect a call and may show up on
an invoice, this information is not regularly recorded or processed by the
phone company.36° Relying on the Sixth Circuit’s panel decision in
Warshak, the court also noted that finding no expectation of privacy
wherever an intermediary merely has the potential to access information
would eviscerate important Fourth Amendment protections recognized
previously by the Supreme Court.370

362. E.g., United States v. Hambrick, No. 99-4793, 2000 WL 1062039, at *4 (4th Cir.
Aug. 3,2000); United States v. Kennedy, 81 F. Supp. 2d 1103, 1110 (D. Kan. 2000).

363. See supra note 274 and accompanying text.

364. For example, in United States v. Perrine, 518 F.3d 1196 (10th Cir. 2008), the
government was able to locate an individual distributing pornography in an Internet chat
room by tracing the user’s IP address back to his ISP and requiring the ISP to disclose the
user’s true identity and address. /d. at 1199-200.

365. See, e.g., id. at 1204-05 {(collecting cases). But ¢f supra notes 270-81 and
accompanying text.

366. See supra Part LA.2; ¢f 18 U.S.C. § 2703(c)(2) (2006) (permitting law enforcement
to request subscriber information from ISPs).

367. E.g., In re U.S. for an Order Authorizing the Use of a Pen Register & a Trap &
Trace Device on Wireless Tel., No. 08 MC 0595, 2008 WL 5255815, at *3 (E.D.N.Y. Dec.
16, 2008); In re U.S., Misc. Case No. H-07-613, 2007 WL 3036849, at *6-9 (S.D. Tex. Oct.
17, 2007); In re U.S. for Orders (1) Authorizing the Use of Pen Registers & Trap & Trace
Devices, 515 F. Supp. 2d 325, 339 (E.D.N.Y. 2007).

368. 515 F. Supp. 2d at 336.

369. Id. at 337.

370. Id. at 337-38. The court noted that even though it is not their usual practice, because
the telephone company has the ability to listen in to phone conversations, only considering
this factor would eliminate the Fourth Amendment protections for telephone calls that the
U.S. Supreme Court expressly noted existed in Katz. Id.; see Katz v. United States, 389 U.S.
347, 353 (1967).
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In addition to finding protection for information held by third parties but
not directed to them, some courts have held that individuals maintain
reasonable expectations of privacy in historical cell site information
recorded by their wireless providers.3’! Wireless providers record their
users’ locations when their phones are active, and, by obtaining an
individual’s historical cell site information, law enforcement officials can
track where an individual has been.372 Some courts have concluded that,
even though cellular providers regularly store this information, users still
have reasonable expectations of privacy in it.373 Even though this
information is stored in the provider’s database where the provider could
access it, one court has recognized that because the provider would not
regularly as a matter of course review this information, let alone identify a
customer’s location to a third party, users still have reasonable expectations
of privacy in this information.37* These holdings go beyond the decisions
in Warshak and Quon because the cellular provider is not an intermediary
with respect to the historical cell site information, but actually the intended
recipient of it. These decisions suggest that information in the possession
of others is still private if it is not generally disclosed and appear to conflict
with the Supreme Court’s earlier decision in Miller.37S However, both the
proposed 2000 amendments to the ECPA and the Constitution Project’s
proposals advocate adopting Fourth Amendment-like protections for
historical location information—just as the courts in these cases have
found.376

Although it was never the subject of a reported decision, even in the case
of telegraph communications—where an operator read and transmitted a
message to another operator who received and transcribed it—the public
still expected those communications to remain private.3”7 Because of the
way the system worked, unlike telephone companies or ISPs, who merely
have the capability to review communications, here the operators were
actually privy to the content of the transmissions.3’8 In spite of these
technical realities, many individuals still viewed these communications as

371. See, e.g., In re U.S. for an Order Directing a Provider of Elec. Commc’n Serv. to
Disclose Records to the Gov’t, 534 F. Supp. 2d 585, 612 (W.D. Pa. 2008); In re Applications
of the U.S. for Orders Pursuant to Title 18, U.S. Code, Section 2703(d) to Disclose
Subscriber Info. and Historical Cell Site Info. for Mobile Identification Nos.: (XXX) XXX-
AAAA, (XXX) XXX-BBBB, (XXX) XXX-CCCC, 509 F. Supp. 2d 64, 74 (D. Mass. 2007).

372. See Recent Development, Who Knows Where You've Been? Privacy Concerns
Regarding the Use of Cellular Phones as Personal Locators, 18 HARv. J.L. & TECH. 307,
310-11 (2004); see also Amy Harmon, Lost? Hiding? Your Cellphone Is Keeping Tabs,
N.Y. TiMES, Dec. 21, 2003, at N1.

373. See, e.g., In re U.S. for an Order, 534 F. Supp. 2d at 612; In re Applications of the
U.S. for Orders, 509 F. Supp. 2d at 74-75.

374. 509 F. Supp. 2d at 74 & n.6.

375. See supra Part 1.A.2.

376. See supra notes 266—69 and accompanying text.

377. See supra Part 1.B.3.

378. See COE, supra note 155, at 105-22; see also, e.g., Peterson v. W. Union Tel. Co.,
74 N.W. 1022, 1022 (Minn. 1898) (describing the process of sending a telegraph).
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private and were outraged at the possibility of government or other private
individuals reviewing their messages.3”?

b. Information Reviewed by Third Parties

Conversely, an individual may not prevail on a Fourth Amendment
challenge where there is evidence demonstrating the provider or some other
party did regularly review the information in question. When considering
whether an individual has a privacy interest in electronic information on a
computer used at work, courts have been heavily influenced by the
employer’s written policies regulating computer use.380 For example, in
United States v. Mosby,3®! the court found that, even though not enforced, a
policy that informed employees that their computer use was not private and
was subject to monitoring made any expectations of privacy the employees
had unreasonable.3¥2  In Warshak, the panel recognized that if the
government could demonstrate that it was the ISP’s practice to review the
users’ messages, then the third-party doctrine would apply, and the
government could access the messages with a subpoena.383

In situations where communications are regularly reviewed, and users are
aware that their communications are not private, they may not have
legitimate expectations of privacy.3®* However, even where an official
policy instructs users not to expect privacy, courts still must engage in a
fact-based inquiry to deterrnine whether an employee could have a
reasonable expectation of privacy in spite of such warnings.385 In the case
of electronic communications, even where a provider’s use policy purports
to limit an individual’s privacy, courts still must consider what actually
takes place in order to determine whether an individual’s expectation of
privacy is legitimate.38 Where there is no use policy or other evidence
demonstrating the third party reviewed the user’s communications, as was
the case in Quon and Warshak, these decisions hold that the third-party
service provider’s limited access is not enough to bring the communications

379. See supra notes 167-72 and accompanying text.

380. E.g., United States v. Mosby, No. 3:08-CR-127, 2008 WL 2961316, at *5 (E.D. Va.
July 25, 2008).

381. 2008 WL 2961316.

382. Id at *5. However, in United States v. Long, 64 M.J. 57 (C.A.A.F. 2006), the use
policy did not clearly indicate that employees should not expect privacy, and the court found
that the other circumstances surrounding the use, including regularly changing passwords,
contributed to a finding that the defendant did have an objectively reasonable expectation of
privacy in the system. 64 M.J. at 64; accord Haynes v. Attomey Gen., No. 03-4209, 2005
WL 2704956, at *4 (D. Kan. Aug. 26, 2005) (discussing fact-specific inquiry to determine
whether employee had legitimate expectation of privacy and collecting cases).

383. See Warshak v. United States, 490 F.3d 455, 475-76 (6th Cir. 2007), vacated en
banc, 532 F.3d 521 (6th Cir. 2008) (finding claim was not ripe for judicial determination).

384. E.g., Haynes, 2005 WL 2704956, at *4 (finding no expectation of privacy based on
“splash screen” that warned “that information flowing through or stored on the computer
could not be considered confidential”).

385. E.g., Mosby, 2008 WL 2961316, at *5.

386. E.g., Haynes, 2005 WL 2704956, at *4.
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within the purview of the third-party doctrine and find an individual’s
expectation of privacy is unreasonable.387

III. SECTION 2703 OF THE STORED COMMUNICATIONS ACT IS
UNCONSTITUTIONAL AS APPLIED

As e-mail and other forms of electronic communications became more
widely used, Congress recognized their tremendous importance and grew
concerned that the existing statutory and constitutional framework was not
robust enough to adequately protect them for two main reasons.38 First,
Congress was concerned about the unpredictability of which expectations of
privacy courts would recognize as reasonable and, therefore, sufficient to
satisfy the Katz test for determining the scope of Fourth Amendment
protections.38® Second, Congress was unsure how the third-party doctrine
that evolved in Fourth Amendment analysis through the Supreme Court’s
decisions in cases like Hoffa, Smith, and Miller would be applied.3?0
However, when considered in light of this precedent, electronic
communications are still protected by the Fourth Amendment, as the
Warshak and Quon courts recognized.39!

The nature of the technology requires that electronic communications
will frequently bounce between several different servers controlled by third
parties during transmission, and these third-party servers may create backup
or archival copies of messages.?92 However, these intermediaries are not
parties to the conversations in the same way that the bank in Miller was,
and Quon and Warshak recognize that merely retaining a copy of the
message does not bring the communication within the purview of this
exception.393

In this situation, the provider is a fundamental part of the communication
process because it delivers the messages, but it is not an intended
recipient.394 The provider’s relationship with the message is not akin to the
situation in Hoffa, where Hoffa shared information with an associate
believing he would keep it confidential.3¥> Here, although the provider
carries the message, the message is not directed to it.

This distinction between information carried by third parties and
information directed to third parties for their use is consistent with the
Supreme Court’s decision in Smith, holding that individuals do not have
reasonable expectations of privacy in the telephone numbers they dial,

387. See supra Part I1.B.1-2.

388. See supra Part 1.C.1.

389. See supra notes 20, 23-28, 200, 206 and accompanying text.

390. See supra Part LA.

391. See supra Part I1.B.1-2.

392. See supra notes 31-33 and accompanying text. In Quon, for example, the provider
retained copies of all the text messages it carried. See supra note 335 and accompanying
text.

393. Supra notes 315-22, 350—56 and accompanying text.

394. See supra notes 31-33, 81 and accompanying text.

395. Hoffa v. United States, 385 U.S. 293, 302 (1966).
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thereby permitting the government to request copies of a user’s call history
from the phone company.3% Dialing information is conveyed directly to
the phone company so that it may complete the phone call, and for the
purpose of this information, the phone company is the intended recipient
and is—like Hoffa’s associate—free to disseminate this information to
whomever it chooses.3®” However, even though the content of the
conversation that takes place after the phone company uses the number
dialed to route and connect the call also passes through the phone
company’s network, it is strongly protected under the Fourth
Amendment.3%8 This is because the content is not like the phone number
dialed and is not conveyed to the phone company for it to use.
Additionally, there is a strong societal expectation that the conversation will
be kept private.399

The Supreme Court also recognized this distinction earlier when it
considered protections available for postal mail in Ex parte Jackson.400
Like a telephone call, when an individual deposits a letter in the mail, the
Postal Service has full control over the communication. Although postal
agents could easily open up letters and read their contents, as was in fact
widely done during the colonial period,*0! the Postal Service is not
expected to do so, and the contents of letters are strongly protected by the
Fourth Amendment.402 The Postal Service is, however, expected to deliver
letters and, in doing so, is expected to read the address and other
information written on the exterior.403 Similar to a phone number, because
the address is directly communicated to the Postal Service for use in
delivering the letters, it is not protected by the Fourth Amendment.404
However, the content of the letter, like the content of the phone call, is not
similarly directed and is strongly protected by the Fourth Amendment.403

This distinction is equally applicable to e-mail and other electronic
communications. Some information, namely the recipient’s address, is
conveyed to the ISP for its use in routing the message.4%6 The ISP is privy
to this information and, for Fourth Amendment purposes, is analogous to
Hoffa’s associate—free to disseminate the information as it wishes.407

396. See supraPart 1LA.1.

397. Providers and customers are, of course, free to contract for greater protections and
require that the phone company not freely disclose this information. Additionally, although
not protected under the Fourth Amendment to the U.S. Constitution, the analogous provision
in the New Jersey State Constitution has been interpreted to cover this information. See
supra notes 275-81 and accompanying text.

398. See supra notes 123-24 and accompanying text.

399. See supra notes 129-32 and accompanying text.

400. See supra Part 1.B.2.

401. See supra notes 138—41 and accompanying text.

402. See supra notes 136-37 and accompanying text.

403. See supra notes 147-49 and accompanying text.

404. See supra notes 129-32, 14749 and accompanying text.

405. See supra notes 13637 and accompanying text.

406. See supra note 31.

407. Additional restrictions on disclosure can be enforced contractually.
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However, like the substance of a telephone conversation or the text of a
letter, the contents of e-mail messages are not directed to, nor expected to
be read, by ISPs.#08 The ISP in this case is not truly a party to the
communication, and the third-party doctrine does not apply as the Sixth
Circuit panel concluded in Warshak ard the Ninth Circuit suggested in
Quon 409

Additionally, by analogy to postal mail and telephone conversations, the
contents of e-mail messages should also be strongly protected by the Fourth
Amendment.410  As the Court recognized early on in Ex parte Jackson,
“The constitutional guaranty of the right of the people to be secure in their
papers against unreasonable searches and seizures extends to their papers,
thus closed against inspection, wherever they may be.”4!! Electronic
communications are similarly “closed” and not expected to be reviewed by
the intermediaries merely charged with delivering the messages.

This analysis does not change merely because an ISP may retain backup
or archival copies of messages in its database. This storage is
fundamentally different from the storage of bank records in Miller because,
in that instance, the information had been communicated to the bank for its
use.#12 In this situation, the ISP merely has access to the information, but
was never an intended recipient of the message. In Miller, the documents
were shared with the bank on the assumption that it would not turn the
information over to anyone else, and certainly not law enforcement.4!13
However, like Jimmy Hoffa, that “misplaced reliance” eliminated the
depositor’s expectation of privacy in the documents.4!4 There is no
misplaced reliance in the case of the electronic communications at issue
because, unlike the financial instruments in Miller, they are never directed
to the provider. As such, users still maintain reasonable expectations of
privacy in their communications even if archival copies are created and
stored in the third party’s electronic database.

Further bolstering the conclusion that the nature of the third-party service
provider’s use of, and interaction with, the communications does not work
to bring it within the purview of the third-party doctrine is the immense
importance of privacy in electronic communications.*!> In Katz, the
Supreme Court recognized the tremendous importance of the telephone and
corrected its earlier error in Olmstead by giving strong protection to

408. See supra notes 31-33, 81 and accompanying text.

409. Supra notes 315-22, 350-56 and accompanying text.

410. See supra Part I.B.1.b, LB.2. Similarly, while considering the level of protection
that should be afforded to telegrams, Judge Thomas M. Cooley remarked on the analogy
between telegrams and postal mail, noting that the two types of communication should be
similarly protected by the Fourth Amendment. See supra notes 179~83 and accompanying
text.

411. Ex parte Jackson, 96 U.S. 727, 733 (1877).

412. Cf supranotes 70-75 and accompanying text.

413. See supra notes 7075 and accompanying text.

414. See supra notes 35-38, 70-75 and accompanying text.

415. See, e.g., supra notes 216—19 and accompanying text.
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telephone calls.416 Similarly, in Ex parte Jackson the Court acknowledged
the central role of the mail system and, in the face of widespread snooping,
gave strong protection to the mails.4!7 Although never discussed in a
reported judicial opinion, the public even expected privacy in telegraph
messages, where the technology required operators to actually read the
contents of transmissions.4!® And, in attempting to enact protective
legislation, congressional representatives noted the tremendous importance
of the telegraph system and the problems that would flow if individuals
could not be guaranteed some privacy in using it.41?

Congress recognized that many of these same problems would exist if
electronic communications were not adequately protected and attempted to
enact strong protective legislation.#?0 However, in the short period since
the SCA was enacted, computer use has significantly changed.?! The
Ninth Circuit’s decision in Quon and the Sixth Circuit panel’s decision in
Warshak recognize that electronic communications are protected by the
Fourth Amendment and that the provision in § 2703 of the SCA that
permits the government to access messages greater than 180 days old
without first securing a warrant supported by probable cause is
unconstitutional.#22 An individual’s reasonable expectation of privacy and
Fourth Amendment protections do not evaporate over time. Congress
recognized that messages less than 180 days old would likely be protected
under the Fourth Amendment,*?3 and, now that individuals frequently store
messages on servers for longer periods of time, the statute should be
modified to recognize this.

Furthermore, this provision is also problematic because it allows
government actors broad access to all of an individual’s electronic
communications without any meaningful restriction.42¢ This unbridled
access would in some cases permit law enforcement to engage in “fishing
expeditions,” one of the chief evils against which the framers of the Fourth
Amendment sought to guard.423

At the same time, consistent with Smith and Miller, users do not have
legitimate expectations of privacy in information turned over to third
parties.#26  Therefore, the provision in § 2703(c)(2) of the SCA that allows
government access to subscriber information is consistent with the Supreme
Court’s Fourth Amendment jurisprudence because this information is

416. See supra notes 126-27 and accompanying text.

417. See supra notes 143—46 and accompanying text.

418. See supra notes 160—62, 191-93 and accompanying text.
419. See supra notes 180—-81 and accompanying text.
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425. Cf. supra notes 14-16 and accompanying text.

426. See supra Part 1.A; supra note 245 and accompanying text.
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voluntarily turned over to the provider in order to establish an account.427
However, particularly where the provider expressly states that it will not
review a user’s messages,*?8 and where Congress itself recognized that mail
less than 180 days old is likely protected under the Fourth Amendment,*42?
subscriber information is significantly different from communications the
provider stored in a database but was never a party to.

As the panel decision in Warshak concluded, because § 2703 of the SCA
allows the government to access material protected by the Fourth
Amendment without a warrant supported by probable cause, it is
unconstitutional.430  Although this Note argues that, irrespective of
legislative action, electronic messages are protected by the Fourth
Amendment, until the Supreme Court considers this issue the level of
protection remains largely unknown, and lower courts could potentially
reach divergent results. In the face of this uncertainty, Congress should
revise the SCA to eliminate the distinction between mail greater and less
than 180 days old and extend the same, high level of protection to all
electronic communications, regardless of how long they have been in
storage.

CONCLUSION

Information gleaned from e-mail messages will likely become an
increasingly important tool for law enforcement agencies to use in
combating crime, and they should be encouraged to rely on it going
forward. However, law enforcement may not take advantage of the
anomaly that has resulted where, although Congress attempted to legislate
to protect electronic communications, evolving uses actually resulted in
communications having less protection than is provided by the Constitution.
Electronic communications do frequently pass through third parties, but the
third parties are not parties to the transmissions. Their minimal interaction
does not eliminate the sender or receiver’s expectation of privacy in, or
Fourth Amendment protections for, the messages. The same requirement
that law enforcement obtain a warrant before searching e-mail messages
less than 180 days old should also apply to mail greater than 180 days old.
Users’ expectations of privacy do not disappear over time, and the same
rationale that led Congress to conclude that messages less than 180 days old
are protected by the Fourth Amendment should be adopted to keep pace
with technology and the current practice of storing messages for more than
180 days. Because all electronic messages, regardless of age, are protected
by the Fourth Amendment, § 2703(b) of the SCA, which allows law
enforcement to access communications greater than 180 days old without a
warrant, is unconstitutional.

427. See supra Part 1.A.2; but ¢f. supra notes 275-81 and accompanying text.
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