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NOTES

SLIDING DOWN A SLIPPERY SLOPE? THE
FUTURE USE OF ADMINISTRATIVE

SUBPOENAS IN CRIMINAL INVESTIGATIONS

Risa Berkower*

INTRODUCTION

Consider the following hypothetical situation: FBI agents suspect
that a local doctor is defrauding health insurance companies by over-
billing them. Although the agents do not have probable cause to get a
search warrant for the doctor's record room, they can use an
administrative subpoena to mandate production of the doctor's
records. If the records obtained by the subpoena reveal fraud, a
United States Attorney can prosecute the doctor using this evidence.

In criminal proceedings, investigators' access to business records
and other private documents is limited by the Fourth Amendment's
search warrant requirement' and the Fifth Amendment's grand jury
requirement.2 However, as part of the Health Insurance Portability
and Accountability Act of 1996 ("HIPAA"), Congress delegated
administrative subpoena power to the Attorney General to conduct
criminal investigations into federal health care fraud.' Administrative
subpoena power enables government investigators to bypass the
Fourth Amendment's probable cause requirement to obtain private

* J.D. Candidate, 2006, Fordham University School of Law. I would like to
thank Professor Daniel Richman for his thoughtful advice and guidance with this
Note. I am also grateful for the love, support, and encouragement of my parents,
Jackie and Ira, my sisters, Ariel and Simone, and, of course, Sam.

1. The Fourth Amendment provides:
The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no Warrants shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the
persons or things to be seized.

U.S. Const. amend. IV.
2. U.S. Const. amend. V ("No person shall be held to answer for a capital, or

otherwise infamous crime, unless on a presentment or indictment of a Grand
Jury .... ").

3. Health Insurance Portability and Accountability Act of 1996 ("HIPAA"),
Pub. L. No. 104-191, § 248, 110 Stat. 1936, 2018 (codified at 18 U.S.C. § 3486 (2000)).
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records.' Congress granted this power in reaction to public outcry
against this increasingly prevalent crime and its effect on the rising
cost of health care.' In a May 2002 report to Congress, the
Department of Justice's Office of Legal Policy found that Congress
had granted health care fraud investigators a highly effective
investigatory tool. Administrative subpoenas proved extremely useful
to both investigators and prosecutors because, unlike traditional
investigatory tools, the subpoenas enabled law enforcement agents
acting on mere suspicion to access private information and placed few
prohibitions on the use of that information.'

Consider a second hypothetical situation: FBI agents suspect that
an al-Qaeda sleeper cell may be planning a chemical attack in a
particular city. The agents want to obtain all sales records from
hardware stores in the area to see if any large chemical purchases
were recently made. However, since the agents do not have probable
cause to get a search warrant, they cannot pursue this lead.

The success with which federal agents and prosecutors have used
the HIPAA administrative subpoenas raises the question of whether
this power should be expanded to other types of criminal
investigations.7 Since the September 11, 2001 terrorist attacks, the
federal government has pushed to make terrorism investigations
easier and more effective.' One proposal would grant the FBI
administrative subpoena power to obtain easier access to business
records and other private documents in terrorism investigations,9 such
as in the second hypothetical above. However, administrative
subpoena power is useful in a criminal investigation primarily because
it enables investigators to bypass the Fourth Amendment's probable

4. United States v. Powell, 379 U.S. 48, 57 (1964) (rejecting probable cause as the
standard governing Internal Revenue Service administrative subpoenas); see SEC v.
Jerry T. O'Brien, Inc., 467 U.S. 735, 741-42 (1984) (holding that the standards set in
Powell govern all administrative subpoenas).

5. See H.R. Rep. No. 104-496, at 66-69 (1996), reprinted in 1996 U.S.C.C.A.N.
1865, 1866-68.

6. See Office of Legal Policy, U.S. Dep't of Justice, Report to Congress on the
Use of Administrative Subpoena Authorities by Executive Branch Agencies and
Entities 35 (2002) [hereinafter DOJ Report], available at
http://www.justice.gov/olp/intro.pdf. The report, required by the Presidential Threat
Protection Act of 2000, Pub. L. No. 106-544, § 7, 114 Stat. 2715, 2719, found that in
2001 federal prosecutors issued 2102 administrative subpoenas for health care fraud
investigations. See DOJ Report, supra, at 40-41 tbl. 1.

7. See Republican Policy Comm., Updating the Law to Confront New
Challenges: Should Postal Inspectors Have More Power than Federal Terrorism
Investigators? [hereinafter Updating the Law], available at
http://rpc.senate.gov/_files/Sept0904JetsSDAH.pdf (last visited Feb. 17, 2005).

8. See Alfred Cumming & Todd Masse, Congressional Research Service, FBI
Intelligence Reform Since September 11, 2001: Issues and Options for Congress 1, 4
(Apr. 6, 2004) [hereinafter FBI Intelligence Reform], available at
http://fpc.state.gov/documents/organization/32038.pdf.

9. See S. 2555, 108th Cong. (2004); H.R. 3037, 108th Cong. (2003).
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cause requirement for criminal investigations'°-a requirement that
protects not only criminal suspects' privacy rights, but also the rights
of innocent individuals from unreasonable government intrusions.
Because of this, using administrative subpoenas in broad terrorism
investigations would implicate Fourth Amendment rights on a grand
scale.

Since the social costs of terrorism are infinitely higher than that of
health care fraud, if constitutional criminal procedures can be
compromised to combat health care fraud it might make sense to do
the same for fighting terrorism. As President George W. Bush stated,
"'[ilf we can use these [administrative] subpoenas to catch crooked
doctors ... the Congress should allow law enforcement officials to use
them in catching terrorists."'11  However, this reasoning could also
create a slippery slope of exceptions and allowances to traditional
criminal processes that would ultimately erode the constitutional
safeguards built into all criminal investigations.

This Note addresses the Fourth Amendment implications of giving
administrative subpoena power to the FBI for use in criminal
investigations. Part L.A explains the probable cause requirement and
how investigators use the traditional criminal processes of search
warrants and grand jury subpoenas to obtain private information.
Part I.B compares these criminal processes to the development of
administrative investigatory subpoenas. Part I.C discusses the
modern-day intersection of civil and criminal investigative processes,
the federal judiciary's reaction to this, and the current limitations on
the use of administrative subpoena power in criminal investigations.
Part I.D follows by detailing why proposals to grant administrative
subpoena power to the FBI for terrorism investigations were
introduced in both houses of Congress.

Parts II.A and II.B explain the arguments for and against giving the
FBI administrative subpoena power for terrorism investigations in
light of the implications for Fourth Amendment rights.

Finally, Part III concludes that terrorism administrative subpoenas
would seriously undermine Fourth Amendment privacy rights. Part
III.A argues that the justifications for abrogating Fourth Amendment
rights in health care fraud investigations are neither analogous nor
compelling for terrorism and other criminal investigations. Part III.B
contends that terrorism administrative subpoenas would carry
significant secondary implications for Fourth Amendment rights even
if persuasive reasons justify granting the FBI this subpoena power. In

10. See Doe v. United States, 253 F.3d 256, 263 (6th Cir. 2001) (finding that no
probable cause is required to issue an administrative subpoena under Section 248 of
HIPAA); United States v. Bailey, 228 F.3d 341, 348 (4th Cir. 2000) (same).

11. See David E. Sanger, President Urging Wider U.S. Powers in Terrorism Law,
N.Y. Times, Sept. 11, 2003, at Al (quoting President Bush's Sept. 10, 2002 address at
the FBI training academy in Quantico, Virginia).
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the alternative, Part III.C recommends measures that Congress
should take to prevent damage to individuals' Fourth Amendment
rights in other criminal investigations.

I. BACKGROUND AND HISTORY OF GOVERNMENTAL TOOLS TO

OBTAIN PRIVATE INFORMATION

This part describes the history of civil and criminal investigatory
tools, and how civil subpoenas first came to be used in criminal
investigations. Part I.A provides background information on
traditional criminal investigatory tools. Part I.B explains the
development of civil subpoena power. Part I.C discusses the first
congressional provision for civil subpoena power in a criminal
investigation and the federal appellate opinions addressing that
provision. Finally, Part 1.D introduces the current debate regarding
the use of administrative subpoenas in terrorism investigations.

A. Traditional Criminal Procedures to Obtain Private Information

Traditionally, information gathering for criminal investigations
requires that law enforcement officers have a search warrant or a
grand jury subpoena.12

1. Search Warrants and the Probable Cause Requirement

Interpreting the Fourth Amendment's prohibition against
unreasonable searches and seizures, the Supreme Court requires that
law enforcement officers conduct all searches and seizures pursuant to
a valid search warrant that is supported by probable cause.13 The
probable cause requirement means that before law enforcement
officers can invade an individual's privacy, they must have some
evidence that the search will reveal criminal activity. 4 The probable
cause requirement exists to protect all individuals and their
possessions from indiscriminate government searches and seizures, 5

and it "has roots that are deep in our [nation's] history." 6  The
framers of the Fourth Amendment included the probable cause
requirement in reaction to the arbitrary abuses of police power
suffered under the British Crown. 7  By preventing unjustified,
excessive state searches, the probable cause requirement protects

12. See U.S. Const. amends. IV-V.
13. 2 Wayne R. LaFave, Search and Seizure: A Treatise on the Fourth

Amendment § 4.1, at 441 (4th ed. 2004).
14. See Ronald M. Gould & Simon Stem, Catastrophic Threats and the Fourth

Amendment, 77 S. Cal. L. Rev. 777, 786 (2004).
15. Anthony G. Amsterdam, Perspectives on the Fourth Amendment, 58 Minn. L.

Rev. 349, 411 (1974).
16. Henry v. United States, 361 U.S. 98, 100 (1959).
17. See Gould & Stern, supra note 14, at 791-92.

[Vol. 732254
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innocent individuals from baseless searches18 and legitimizes the
governmental intrusions of privacy that do take place. 9

Aside from a few carefully defined exceptions, "a search of private
property without proper consent [violates the Fourth Amendment]
unless it has been authorized by a valid search warrant [that is
supported by probable cause]."2  A search warrant "is a judicial
authorization to a law enforcement officer to search or seize persons
or things. '21 To obtain a search warrant, a law enforcement officer
must prove to a judge that there is probable cause to support the
warrant.22 Search warrants "serve[] a high function '23 because the
right to be "free from unreasonable governmental intrusion [stands]
at the very core of the Fourth Amendment. 24

The search warrant requirement recognizes that neutral magistrates
uninvolved with an investigation can make a better decision as to
whether probable cause justifies a search than law enforcement
officers "'engaged in the often competitive enterprise of ferreting out
crime. ' ' 25  Physical searches can be an immediate and substantial
privacy intrusion.26 By requiring that only neutral judicial officers can
issue search warrants upon a demonstration of probable cause, the
Fourth Amendment places an important checkpoint for judicial
supervision between the government and the people.27

Search warrants, however, are not always the most effective
investigative tool. Because of the probable cause requirement,
investigators cannot use search warrants in cases of mere suspicion.28

Also, since search warrants are issued without prior notice,29 can be

18. See Sherry F. Colb, Innocence, Privacy, and Targeting in Fourth Amendment
Jurisprudence, 96 Colum. L. Rev. 1456, 1464 (1996).

19. See Groh v. Ramirez, 540 U.S. 551, 561-62 (2004); Illinois v. Gates, 462 U.S.
213, 236 (1983) ("[Pjossession of a warrant by officers conducting an arrest or search
greatly reduces the perception of unlawful or intrusive police conduct."); United
States v. Chadwick, 433 U.S. 1, 9 (1977) (noting that a warrant "assures the individual
whose property is searched or seized of the lawful authority of the executing officer,
his need to search, and the limits of his power to search"); Stephen A. Saltzburg &
Daniel J. Capra, American Criminal Procedure: Cases and Commentary 89-90 (7th
ed. 2004).

20. Groh, 540 U.S. at 560 (quoting Camara v. Mun. Court, 387 U.S. 523, 528-29
(1967)).

21. United States v. Bailey, 228 F.3d 341, 348 (4th Cir. 2000).
22. See Saltzburg & Capra, supra note 19, at 91.
23. Groh, 540 U.S. at 557 (quoting McDonald v. United States, 335 U.S. 451, 455

(1948)).
24. Id. (quoting Kyello v. United States, 533 U.S. 27, 31 (2001) (internal

quotations omitted)).
25. 2 LaFave, supra note 13, § 4.1(a), at 442 (quoting Johnson v. United States,

333 U.S. 10, 14 (1948)).
26. Bailey, 228 F.3d at 348.
27. Id. (citing Steagald v. United States, 451 U.S. 204, 212 (1981)).
28. Graham Hughes, Administrative Subpoenas and the Grand Jury: Converging

Streams of Criminal and Civil Compulsory Process, 47 Vand. L. Rev. 573, 575 (1994).
29. See Bailey, 228 F.3d at 348.
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executed immediately, 30  and are often executed with force
constituting an "unanticipated physical intrusion,"'" warrants may be
an unnecessarily harsh and intrusive means of obtaining information
from third parties who might be willing to surrender information on
demand.32 Recognizing this, the United States Attorney's Criminal
Resource Manual counsels that warrants should not be used in a
criminal investigation if the information sought can be obtained
through other less intrusive means.33 Finally, warrants can only
authorize the seizure of goods, effects, and papers-they cannot be
used to compel testimony.34

Although search warrants authorize potentially invasive searches
and seizures, warrants can only be challenged after execution by a
motion to suppress any evidence obtained in the search, on the
grounds that the search was unreasonable. The challenging party
usually bears the burden of proving that a search executed with a
warrant was unreasonable because district courts give deference to
the neutral judicial officer's finding of probable cause for the search.36

However, third parties lack standing to challenge the validity of a
search that may affect the third party's privacy interests, such as the
search of a business premises that contained the party's private
records.37

30. See 2 LaFave, supra note 13, § 4.7, at 645-60. Although notice is required, the
notice can be given immediately before the warrant is executed. See 2 id. § 4.8, at 660-
702.

31. Bailey, 228 F.3d at 348 (citing Marshall v. Barlow's Inc., 436 U.S. 307, 316
(1978)).

32. Hughes, supra note 28, at 575.
33. Specifically, warrants are only authorized if reliance on alternative means

would "substantially jeopardize [the] availability.., or usefulness [of the
information]." Dept. of Justice, United States Attorney's Manual, 28 C.F.R. § 59.1
(2005). Title II of the Privacy Protection Act of 1980 requires the Attorney General
to

issue guidelines for the procedures to be employed by any Federal officer or
employee, in connection with the investigation or prosecution of an offense,
to obtain documentary materials in the private possession of a person when
the person is not reasonably believed to be a suspect in such offense... and
when the materials sought are not contraband or the fruits or
instrumentalities of an offense.

42 U.S.C. § 2000aa-11 (2000).
34. Hughes, supra note 28, at 575.
35. 2 LaFave, supra note 13, § 4.1f, at 471-75.
36. 6 id. § 11.2b, at 43-44.
37. 6 id. § 11.3d, at 190-91 (citing United States v. Miller, 425 U.S. 435 (1976)

(seizure of bank records cannot be challenged by customer)); see also United States v.
Plunk, 153 F.3d 1011, 1019-20 (9th Cir. 1998) (phone records seized from phone
company could not be challenged by customer).

[Vol. 732256
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2. Grand Jury Subpoenas

Law enforcement agents and prosecutors can also access private
information by grand jury subpoenas.38 Grand juries serve both an
indicting and an investigatory function.39 As a consequence, a grand
jury may uncover evidence that leads to formal criminal charges, but
its investigation may also clear innocent suspects.40 Ordinarily, grand
juries screen prosecutors' cases to determine whether the prosecutor
has enough evidence against a suspect to support criminal charges.4

During an investigation into a crime, the grand jury possesses the
broadest subpoena power known in law to compel witness testimony
or to produce evidence.42 Failure to comply with a grand jury
subpoena is punishable by civil or criminal contempt.43

The standards for issuing a grand jury subpoena are lower than for
issuing a search warrant,' and the grand jury's investigation is
afforded broad scope.45 Whereas law enforcement officers must have
probable cause to get a search warrant, and warrants must specify the
location to be searched and the items to be seized,46 grand juries can
investigate "merely on suspicion that the law is being violated, or even
just because it wants assurance that it is not."47  To fulfill this
investigatory mission, grand juries must "paint[] with a broad brush,"
until "'every available clue has been run down and all witnesses
examined in every proper way to find if a crime has been
committed."'48  Because of this, grand jury investigations can be
especially effective to investigate crimes with no identifiable victim.49

38. 1 Sara Sun Beale et al., Grand Jury Law and Practice § 1:7, at 1-32 to 1-33 (2d
ed. 2001).

39. 1 Id. at 1-31; see Daniel C. Richman, Grand Jury Secrecy: Plugging the Leaks
in an Empty Bucket, 36 Am. Crim. L. Rev. 339, 342-45 (1999) [hereinafter Richman,
Grand Jury Secrecy].

40. See 1 Beale et al., supra note 38, § 1:7, at 1-31 to 1-32.
41. 1 id. This function of the grand jury is frequently and harshly criticized in the

academic literature as a farce in which the grand jury acts as a rubber stamp for
prosecutors-the often quoted accusation is that "a Grand Jury would indict a 'ham
sandwich."' In re Grand Jury Subpoena of Stewart, 545 N.Y.S.2d 974, 977 n.1 (App.
Div. 1989) (quoting the Chief Justice of the New York Court of Appeals's publicly
stated skepticism about grand juries). For an interesting discussion about the role of
grand juries in the modern federal criminal justice system, see generally Niki Kuckes,
The Useful, Dangerous Fiction of Grand Jury Independence, 41 Am. Crim. L. Rev. 1
(2004).

42. 1 Beale et al., supra note 38, § 1:7, at 1-32 to 1-33, § 5:1, at 5-5.
43. 1 id. § 6:1, at 6-4.
44. 1 id. § 6:3, at 6-19 (no probable cause required).
45. See United States v. Dionisio, 410 U.S. 1, 15 (1973).
46. U.S. Const. amend. IV.
47. United States v. Morton Salt Co., 338 U.S. 632, 642-43 (1950).
48. United States v. R. Enters., Inc., 498 U.S. 292, 297 (1991) (quoting Branzburg

v. Hayes, 408 U.S. 665, 701 (1972)).
49. 1 Beale et al., supra note 38, § 1:7, at 1-33. Examples include business crime,

political corruption, and organized crime where witnesses often are also participants
in the crime. 1 id. § 6:1, at 6-4.
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Grand jury subpoenas also enable third parties, such as a bank or
other business, to give up private information about criminal suspects
without risk.5" A subpoena's legal force enables a third party to
explain its cooperation with authorities as required by law, and not a
desire to "turn in" a customer, despite authorities' lack of probable
cause.51  Although the prosecutor, and not the grand jury itself,
decides what witnesses and evidence to subpoena,52 a prosecutor can
only issue subpoenas to further the grand jury's investigation of a
crime. 53 However, the technical procedural and evidentiary rules that
govern criminal trials do not constrain grand juries; grand juries may
compel the production of evidence as they consider appropriate.54

The grand jury's extensive power is subject to two important
limitations. First, the grand jury can only investigate criminal matters,
and all grand jury proceedings are secret pursuant to the Federal
Rules of Criminal Procedure. Second, the grand jury cannot compel
testimony or demand physical evidence for any purpose other than a
criminal investigation.56  This limitation recognizes a compromise'
between the public interest in investigating crimes and limiting
intrusions to privacy-since the public interest is higher in solving
crime than in investigating civil matters, broader investigatory
techniques are acceptable for criminal cases but not for civil cases. 57

Additionally, a complex set of rules keep grand jury proceedings
secret, albeit with important exceptions. 8  The Supreme Court
identified five justifications for grand jury secrecy that the Court still
accepts: (1) to prevent criminal suspects from fleeing; (2) to ensure
that the grand jury can deliberate freely, without pressure from
interested parties; (3) to prevent witness tampering or subornation of
perjury; (4) to encourage witnesses to testify fully and honestly; and
(5) to protect the privacy of accused parties who are ultimately

50. 1 id. § 6:1, at 6-7.
51. Id.
52. Prosecutors often make these decisions independently because they can

require technical knowledge of the law. 1 id. § 6:2, at 6-12; see also Andrew D.
Leipold, Why Grand Juries Do Not (and Cannot) Protect the Accused, 80 Cornell L.
Rev. 260, 315-16 (1995).

53. 1 Beale et al., supra note 38, § 6:2, at 6-12 to 6-14 (subpoenas not issued to
further the grand jury's investigation into a crime are an abuse of the grand jury's
subpoena authority).

54. United States v. R. Enters., Inc., 498 U.S. 292, 298 (1991).
55. Fed. R. Crim. P. 6(e) (rule governing the recording of grand jury proceedings,

the secrecy of the proceedings, and the limited exceptions to the secrecy
requirement); see Hughes, supra note 28, at 577 (describing the limitations on the use
of grand jury information).

56. See Hughes, supra note 28, at 611 n.149 (discussing Federal Rule of Criminal
Procedure 6(e)(3)(b)). The Uniting and Strengthening America by Providing
Appropriate Tools Required to Intercept and Obstruct Terrorism (USA PATRIOT
ACT) Act of 2001 changed this rule in certain circumstances. See infra note 111.

57. See Hughes, supra note 28, at 577, 633.
58. See 1 Beale et al., supra note 38, § 5.

[Vol. 732258
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C. Practical Concerns: Would Administrative Subpoenas Provide Too
Much Information?

Finally, on a practical level, critics also worry that broad
investigatory tools like administrative subpoenas would provide
terrorism investigators with too much irrelevant information for the
subpoenas to be useful as an investigatory tool.220 Before September
11, 2001, the FBI's terrorism intelligence capability suffered due to
institutional shortcomings. 22' The FBI's decentralized system of
collecting intelligence, the lack of communication both within the FBI
field offices and with other agencies in possession of critical
information, and an underfunded counter-terrorism program placed
low on the agency's priority list all contributed to the FBI's failure to
piece together clues about the impending attacks.222 But while agency
reorganization can shift the FBI's focus to counter-terrorism, un-
focused and overbroad investigatory tools that sweep up large
quantities of irrelevant information could waste analysts' time as well
as other valuable resources. 223 Although administrative subpoenas
could give terrorism investigators some important information, since
the subpoenas will also cover inordinate amounts of unrelated
information, their benefit as an investigatory tool could be
outweighed by the inefficiencies they impose upon intelligence
analysts.224

III. USING ADMINISTRATIVE SUBPOENAS FOR CRIMINAL
INVESTIGATIONS WOULD SERIOUSLY UNDERMINE FOURTH

AMENDMENT PRIVACY RIGHTS

In the context of a criminal investigation, administrative subpoenas
conflict with the Fourth Amendment because the subpoenas allow

220. See Schulhofer, supra note 215, at 85. Professor Schulhofer noted that
[i]t is now well known that before September 11 the FBI and the Central
Intelligence Agency had important clues to the plot in hand, but as one FBI
agent put it, "We didn't know what we knew." Since a large part of what we
lack is not raw data but the ability to separate significant intelligence from
so-called noise, pulling more information into government files will not help
and may aggravate the difficulty.

Id. at 86.
221. See Joint Inquiry, supra note 146, at 79-81.
222. See 9/11 Commission Report, supra note 146, at 74-80; see also Joint Inquiry,

supra note 146, at 77-90, 336-45, 358.
223. See Whitaker, supra note 168, at 68 (noting that "as a general rule, the

collection capacity of intelligence agencies has outstripped their analytical
capacities").

224. See id. (arguing that "[some investigatory] [s]chemes... actually threaten to
worsen this [pre-9/11] imbalance [between available information and resources for
analysis], [by] swamping overworked analysts with too much information, almost all
of it irrelevant, but requiring processing"); see also Edley, supra note 186, at 185
("[W]hile it is true that the potential horror [of terrorism] exceeds that of
conventional crime, that makes it all the more important that the investigation and
enforcement strategies be effective, not merely political and symbolic.").

[Vol. 732282
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government agents to bypass the probable cause requirement to
obtain private information. Although holding investigators to a lower
Fourth Amendment standard may be justified for some types of
criminal investigations, such as health care fraud,225 Congress must
carefully assess whether terrorism investigations require similar
intrusions on Fourth Amendment rights. The degree to which the
subpoenas would be an effective and useful investigatory tool should
be taken into account.226 Congress must also recognize that the use of
administrative subpoenas in terrorism investigations would seriously
undermine individuals' Fourth Amendment rights in other criminal
investigations, and Congress must be willing to justify these
consequences to the federal courts and to the public. However, if
Congress does grant the FBI administrative subpoena power for
terrorism investigations, Congress should place limitations on the
future use of information obtained with the subpoenas to avoid
further and unnecessary undermining of the probable cause
requirement for criminal investigations. Although federal courts may
still strike down such a grant of power, restrictions that prevent the
expansion of this power to non-terrorism contexts would better
comport with Fourth Amendment policies.

A. Health Care Fraud Is the Exception, Not the Rule: The Justification
for Abrogating Fourth Amendment Rights in Health Care Fraud

Investigations Is Not Compelling in Other Contexts

Under the Supreme Court's long-standing interpretation of the
Fourth Amendment, government agents acting with nothing more
than mere suspicion cannot legitimately invade individuals' privacy.2 7

The probable cause requirement reflects the framers' and ratifiers'
belief that capricious state action is unacceptable, and probable cause
sets a threshold below which state action is deemed arbitrary.228

Although the strict probable cause requirement could prevent
investigators from pursuing every available lead in an important
criminal investigation, the requirement protects innocent people from
unfair and arbitrary state privacy intrusions.229 According to long-
standing Fourth Amendment principles, using administrative
subpoenas for criminal investigations would violate the privacy rights
of huge numbers of people.23 0 Anyone, guilty or innocent, whose
private information would be accessed by the subpoenas has the right

225. See Doe v. United States, 253 F.3d 256,263-65 (6th Cir. 2001); United States v.
Bailey, 228 F.3d 341, 346-47 (4th Cir. 2000); supra Parts I.C.1-C.2.

226. See supra Part II.C.
227. See supra Part I.A.1.
228. See supra notes 13-19 and accompanying text.
229. See supra notes 13-19 and accompanying text.
230. See Amsterdam, supra note 15, at 411; supra notes 13-27 and accompanying

text. For an overview of the historical context of the probable cause requirements,
see Gould & Stern, supra note 14, at 792-93 & n.65.
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to keep that information private unless the state can demonstrate
probable cause for suspicion.23'

By permitting the use of administrative subpoenas in health care
fraud investigations under HIPAA, Congress and the federal
appellate courts opened the door for criminal prosecutions based
upon evidence found in private documents that were obtained without
probable cause, seemingly in violation of the Fourth Amendment.232

However, holding investigators to a lower Fourth Amendment
reasonableness standard in a health care fraud investigation makes
sense because a health care fraud investigation and an administrative
regulatory investigation present similar difficulties for investigators.233

In both administrative regulatory investigations and health care fraud
investigations, requiring probable cause could entirely undermine
investigators' efforts because private records are the determinative
evidence in the investigation; without access to these records,
investigators may never have probable cause.234 But this justification
is not persuasive in the context of other criminal investigations,
including terrorism investigations, where investigators receive critical
information from many different sources. 235  Without equally
compelling justifications, administrative subpoenas cannot be used in
terrorism and other similar investigations without seriously abrogating
individuals' Fourth Amendment rights.

B. From Probable Cause to Abandoning All Safeguards: The
Secondary Problems of Judicial Review and Mission Creep

In addition to conflicting with long-standing principles of Fourth
Amendment rights, terrorism administrative subpoenas present
serious secondary implications for Fourth Amendment rights. Two
main concerns arise: judicial review and mission creep.

First, granting administrative subpoena power for terrorism
investigations would do more than merely substitute a reasonableness
standard of review under the Fourth Amendment for the probable
cause standard. Due to the differences between health care fraud and
terrorism investigations, administrative subpoenas in the terrorism
context would afford suspects no Fourth Amendment protection at all
because judicial review will not work to weed out unreasonable
demands.236 When investigators issue an administrative subpoena
under HIPAA, the recipient is the doctor who is under

231. See Amsterdam, supra note 15, at 411; supra notes 13-27 and accompanying
text.

232. See supra Part I.C.1.
233. Compare supra notes 82-84 and accompanying text, with supra notes 165-67

and accompanying text.
234. See supra note 166 and accompanying text.
235. See supra note 167 and accompanying text.
236. See supra Part II.A.2.

[Vol. 732284



ADMINISTRATIVE SUBPOENAS

investigation.237  If the demand is unreasonable-if it asks for
information unrelated to health care fraud, for example-it is in the
doctor-recipient's own interest to challenge the subpoena to protect
the private records from unreasonable government intrusion.238

However, in the terrorism context, the subpoena recipients will
likely be third parties not under investigation, such as internet service
providers, credit card companies, or, as in the hypothetical above,
retailers.239 Under the proposed legislation, third parties would be
absolved from any liability arising from divulging information
requested by the subpoena.24 ° While these third parties might
challenge a demand that requires access to voluminous amounts of
information that would be expensive to produce, they have no
incentive to incur the costs of litigating a motion to quash a subpoena
that presents an unreasonable invasion of their customers' private
records.241 There is also a real risk that unsophisticated subpoena
recipients will not know of their right to challenge such a demand.242

Further, since the subpoena would come directly from the FBI, and
could come with an order of secrecy, some recipients likely will be
intimidated into complying with even unreasonable demands for fear
of negative repercussions. 243  As a consequence, the administrative
subpoenas would not substitute probable cause with a lower standard
of scrutiny under the Fourth Amendment: instead, they would
substitute probable cause for no review at all, effectively granting the
FBI non-reviewable demand power to obtain private information on
which to base a criminal prosecution. For both search warrants and
administrative subpoenas, review by a neutral judicial body
legitimizes the state's invasion of individuals' privacy.2" Congress
cannot justify the use of administrative subpoenas for terrorism
investigations merely with talk of the safeguard created by judicial
review,245 because, in this context, no neutral body would protect
subpoena recipients from agency overreaching. If the FBI were
armed with administrative subpoena power, judicial review would not
guard individuals swept up in a terrorism investigation from
unreasonably intrusive demands.

237. See Doe v. United States, 253 F.3d 256 (4th Cir. 2001); United States v. Bailey,
228 F.3d 341 (6th Cir. 2000).

238. Doe, 253 F.3d at 256; Bailey, 228 F.3d at 341.
239. See S. 2555, 108th Cong. (2004); H.R. 3037, 108th Cong. (2003); supra

Introduction.
240. See S. 2555; H.R. 3037.
241. See Unchecked Power, supra note 178; supra notes 174-84 and accompanying

text.
242. See supra notes 185-86 and accompanying text.
243. See Bantam Books, Inc. v. Sullivan, 372 U.S. 58, 68-70 (1963); supra notes 188-

90 and accompanying text.
244. See supra notes 25-27, 90-98 and accompanying text.
245. For an example of this justification, see Brand Testimony, supra note 158.
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Second, since administrative subpoenas will likely be used for data
mining, mission creep could further undermine Fourth Amendment
rights. Unlike information subpoenaed by a grand jury, information
obtained through administrative subpoenas is not subject to exacting
use restrictions.246 Even if Congress could justify abrogating Fourth
Amendment rights for the needs of terrorism investigators, data
mining conducted on the data sets retrieved by administrative
subpoenas will likely reveal other criminal activity unrelated to
terrorism. 247 For example, if the agents in the hypothetical above 248

did obtain the sales records of every hardware store in a regional area
and searched through those records for evidence of suspicious
activity, criminal activity wholly unrelated to terrorism, such as credit
card fraud, could surface. If the government used this evidence to
prosecute individuals for other, non-terrorism related crimes, the
Fourth Amendment policies effectuated by the probable cause
requirement would be further subverted. Mission creep would tacitly
enable the FBI to circumvent the probable cause requirement in
criminal investigations beyond terrorism investigations.249

C. Recommendation for Congress

Identifying the necessary and best tools to fight terrorism is far
beyond the scope of this Note. The decision to abrogate Fourth
Amendment privacy rights for the benefit of terrorism investigations
is a choice that Congress must consider, and the federal courts will
assess, in light of the circumstances. If Congress does grant the FBI
administrative subpoena power for terrorism investigations, Congress
must provide strong justifications for seriously compromising the
Fourth Amendment rights of all individuals caught up in these
investigations. However, in the alternative, Congress should also act
decisively to prevent the damage to Fourth Amendment rights from
spreading beyond the context of terrorism investigations. Specifically:

(1) Congress should prevent mission creep by placing limits on the
future use of any information obtained with administrative subpoenas
in a non-terrorism context. This could be accomplished by placing
statutory limits on the future use of any database created from
subpoenaed information for a non-terrorism criminal investigation.
The restrictions need not be as strict as grand jury secrecy

246. See supra notes 104-05 and accompanying text. Although grand jury
subpoenas could give investigators access to similar quantities of private information
without probable cause, the Federal Rules of Criminal Procedure strictly limit the use
of that information. Fed. R. Crim. P. 6(e); see supra notes 55-63 and accompanying
text.

247. See DeRosa, supra note 198, at 16; Seifert, supra note 209, at 12-13;
Schulhofer, supra note 215, at 85; supra notes 211-15 and accompanying text.

248. See supra Introduction.
249. See supra note 215 and accompanying text.
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requirements;250 the statutory provision could parallel the provision in
HIPAA25 1 that has successfully protected patients' private information
from use in non-health care fraud investigations.252 Congress could
also require regular reporting by the Attorney General on the
measures taken to prevent misuse of the database. As in the health
care fraud context, this will keep the probable cause requirement
intact in other investigations where the reasonableness standard
remains inappropriate. 3

(2) Congress should explicitly confine any administrative subpoena
issuing power to as few persons as possible. In the terrorism context,
the subpoenas will not be subject to neutral review for
reasonableness 4.25  However, if agents directly involved in an
investigation must seek review from outside their own agency, albeit
in another executive department, review by a party removed from the
investigation would subject the subpoenas' reasonableness to
questioning by a more neutral party. Although this informal check
would not provide the same balance as review by neutral judicial
officers, at the very least such informal gatekeeping power and
prosecutors' asymmetrical accountability could prevent blatantly
unreasonable agency demands and extreme cases of agency
overreaching. 5

These suggestions place only mild checks on administrative
subpoena power and would not protect the privacy rights of terrorism
administrative subpoena recipients. However, these checks will
prevent the further erosion of Fourth Amendment rights in non-
terrorism contexts absent public debate. Even if Congress can justify
abrogating Fourth Amendment privacy rights for terrorism
investigations, these checks would uphold Fourth Amendment
policies in other criminal investigations.

CONCLUSION

By giving administrative subpoena power to prosecutors for health
care fraud cases under HIPAA, Congress sanctioned the use of civil
Fourth Amendment standards in criminal investigations and
subsequent prosecutions. 56  Given the Department of Justice's
success with administrative subpoenas in the health care fraud
context, granting administrative subpoena power to terrorism

250. See Fed. R. Crim. P. 6(e).
251. 18 U.S.C. § 3486(e) (2000).
252. See DOJ Report, supra note 6, at 35.
253. See supra Part I.C.3.
254. See supra Part II.A.2.
255. See supra Part I.C.4.
256. See Doe v. United States, 253 F.3d 256, 263-64 (6th Cir. 2001); United States v.

Bailey, 228 F.3d 341, 346-47 (4th Cir. 2000); supra notes 118-31 and accompanying
text.
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investigators could be an effective way to help prevent a crime with
infinitely high social costs. 257 However, because health care fraud
investigations are not analogous to terrorism investigations, Congress
should not give the FBI additional administrative subpoena power
without compelling reasons for abrogating long-standing principles of
Fourth Amendment rights. Even if Congress could justify granting
administrative subpoena power to the FBI for terrorism
investigations, Congress must still take additional action to ensure
that Fourth Amendment rights in other criminal investigations are not
similarly undermined.

257. See 150 Cong. Rec. S7179-80 (daily ed. June 22, 2004) (statement of Sen. Kyl
explaining the provisions of S. 2555); Updating the Law, supra note 7; supra notes
144-52 and accompanying text.
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