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THE PRIVACY OBSTACLE COURSE:
HURDLING BARRIERS TO

TRANSNATIONAL FINANCIAL
SERVICES

JOEL K. REIDENBERG *

Professor Reidenberg addresses the challenge to transnationalfinan-
cial services resulting from national regulation of information process-
ing. National laws around the world seek to define fair information
practices for the private sector and contain prohibitions on data transfers
to foreign destinations that lack sufficient privacy protection. The effect
of these laws for the financial services industry is significant because fi-
nancial services depend on personal information. Professor Reidenberg
argues that the international attempts to harmonize information prac-
tice standards and the national efforts to regulate information process-
ing encourage divergence of national standards for financial services
He argues that regulatory flexibility and customization is necessary to
support financial services and accomodate, without circumventing, di-
vergent national standards of fair information practicem Professor
Reidenberg's theme of convergence focuses on bridging national differ-
ences, rather than on harmonizing national standards He concludes by
offering a shared rule to manage regulatory differences that enables the
use of a set of legal technological and social techniques. Thus, Professor
Reidenberg proposes convergence on a flexible and customized way to
bridge national differences.

INTRODUCTION

TN thinking about the next decade, students of financial services tend
rnaturally to focus on the implications that a transnational marketplace

has for the regulation of the banking, securities, and insurance indus-
tries.' As a consequence, recent international trade negotiations seek to

* Copyright 1992 Joel R. Reidenberg. Associate Professor of Law, Fordham Uni-
versity School of Law. A.B., Dartmouth 1983; J.D., Columbia 1986; D.E.A. dr. int'l 6co.,
Univ. de Paris I (Pantheon-Sorbonne) 1987.

Professor Reidenberg prepared this paper for a lecture on April 2, 1992 at the Ford-
ham University School of Law to the Graduate Colloquium on "Transoational Financial
Services in the 1990s." He thanks Stewart Dresner and Malcolm Norris for their helpful
comments. Professor Reidenberg is grateful for the generous support of a Fordhan Uni-
versity Faculty Research Grant Award and a grant from the Fordham Law SchooL Rori
Wender, FLS '93, provided able and valuable research assistance for the project.

1. See Doty, The Role of the Securities and Exchange Commission in an Internation-
alized Marketplace, in Annual Survey of Financial Institutions and Regulation, Transna-
tional Financial Services in the 1990s, 60 Fordham L. Rev. S77 (1992); Felsenfeld, The
Compatibility of the UNICITRAL Model Law on International Credit Transfers with Arti-
cle 4A of the UCC, in Annual Survey of Financial Institutions and Regulation, Transna-
tional Financial Services in the 1990s, 60 Fordham L. Rev. S53 (1992); Lichtenstein, U.S
Restructuring Legislation: Revising the International Banking Act of 1978, For the
Worse?, in Annual Survey of Financial Institutions and Regulation, Transnational Finan-
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S138 FORDHAM LAW REVIEW [Vol. 60

create a more harmonized regulatory environment for financial services.2

These initiatives generally seek convergence on liberalization of national
laws.

Global electronic networks for financial services blur the boundaries of
these traditional regulatory frameworks.' As an astute European once
observed, "in the final analysis, the financial system is a network of infor-
mation."4 In essence, information processing is a basic component of
financial services. 5 Financial services depend on personal information
and create significant information about individuals.6 Traditional bank-
ing functions such as money transmission and credit extension require
sensitive and detailed information about individuals, while the transac-
tion records from these functions create important sources of personal
information.7 These transaction records provide significant information
about an individual's life and lifestyle.' Similarly, insurance services are

cial Services in the 1990s, 60 Fordham L. Rev. S37 (1992); Malloy, Bumper Cars:
Themes of Convergence in International Regulation, in Annual Survey of Financial Insti-
tutions and Regulation, Transnational Financial Services in the 1990s, 60 Fordham L.
Rev. S1 (1992); Shirley, The What, Why and How of Privatization-A World Bank Per-
spective, in Annual Survey of Financial Institutions and Regulation, Transnational Finan-
cial Services in the 1990s, 60 Fordham L. Rev. S23 (1992); Tekinalp, Turkey's New
Financial Leasing Law and Industry, in Annual Survey of Financial Institutions and Reg-
ulation, Transnational Financial Services in the 1990s, 60 Fordham L. Rev. S117 (1992);
Wegen, Transnational Financial Services-Current Challenges for An Integrated Europe,
in Annual Survey of Financial Institutions and Regulation, Transnational Financial Serv-
ices in the 1990s, 60 Fordham L. Rev. S91 (1992).

2. During the Uruguay Round negotiations within the General Agreement on Tar-
iffs and Trade, policy-makers have sought to include services in the negotiations. See
General Agreement on Tariffs and Trade: Ministerial Declaration on the Uruguay Round
of Multilateral Trade Negotiations, Sept. 20, 1986, 25 I.L.M. 1623, 1627. Themes of con-
vergence may also be found in the recent Free Trade Agreements and multinational
banking policies. See Free Trade Area Agreement, Apr. 22, 1985, U.S.-Isr., 24 I.L.M.
653, 679-81; Free Trade Agreement, Jan. 2, 1988, U.S.-Can., 27 I.L.M. 281; B.I.S.
Comm. on Banking & Supervisory Practices, Consultative Paper on International Conver-
gence of Capital Measurement and Capital Standards, 30 I.L.M. 967, 967 (1991); Malloy,
supra note 1, at S14-20.

3. See R. Bruce, J. Cunard & M. Director, The Telecom Mosaic 265 (1988).
4. C. Goldfinger, La G6ofinance 401 (1986).
5. See Fascell & Schlundt, United States International Communications and Infor-

mation Policy: A Crisis in the Making?, 5 Nw. J. Int'l L. & Bus. 486, 490-94 (1983) (the
authors were the chairman and staff director, respectively, of the Committee on Foreign
Affairs, U.S. House of Representatives).

6. See Berkvens, Payment Systems Meet the EC Data Protection Initiative, Int'l Fin.
L. Rev., Aug. 1991, at 33.

7. Opening a deposit account routinely includes the disclosure of a client's social-
security number, home address, work address, telephone numbers, and wealth. Ob-
taining credit requires an individual to disclose among other information, financial and
employment histories. Cf Citicorp Plan to Sell Credit Card Information Stirs Controversy
about Consumer Privacy, Wall St. J., Aug. 22, 1991, at 22 (transaction records are valua-
ble commercial assets).

8. For example, records from a checking account or credit card reveal a client's
commercial relationships and personal habits or preferences. See J. Bing, Reflections on
a Data Protection Policy for 1992, at 4 (paper presented to conference on "Legal Chal-
lenges and Opportunities Created by the Prolific Growth of Electronic Information Serv-
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information-intensive. Life and health insurance providers must collect
and use detailed information about an insured's medical history. Casu-
alty insurers must collect sensitive information about the value of insured
personal assets. Even brokerage services require the processing of per-
sonal information and provide details on the lives of individuals.

Financial networks "transnationalize" personal information.9 The
technology creates "global products" and "global services."'" Banking
and payment systems involve significant international flows of personal
information such as transaction records.' I The regulation (or lack of reg-
ulation) of information processing has a critical impact on the evolution
of transnational financial services.

As the international economy transnationalizes, there has been a fail-
ure to achieve a multilateral consensus for the framework necessary to
promote global information services. 2 There are competing international
instruments for data processing, and each effort to promote uniform in-
ternational standards for data processing has failed.' 3 Many European
countries, including France, Denmark, Germany, the Netherlands, and
the United Kingdom, have broad data processing statutes that apply in-
formation privacy principles to industry, including the financial services
sector. 4 These national laws do not adopt identical norms. Among

ices," organized jointly by the Council of Europe and the Commission of the European
Communities, Luxembourg, March 27-28, 1990) (on file with the Fordham Law Review).

9. See Goldfinger, supra note 4, at 287-91; Eger, The Global Phenomenon of
Teleinformatics: An Introduction, 14 Cornell J. Int'l L. 203, 205 (1981) [hereinafter
Teleinformatics]; Fascell & Schlundt, supra note 5, at 489-91; Herman & Halvey, Interna-
tional Flow of Data Is Threatened, Am. Banker, Sept. 25, 1990, at 12.

10. See Gassman, Vers un cadre juridique internationale pour l'informatique et autres
nouvelles techniques de l'information, in 1985 Annuaire francais de droit international
(Centre national de la recherche scientifique) 747.

11. See Berkvens, supra note 6, at 33; Herman & Halvey, supro note 9, at 12.
12. See Gassman, supra note 10, at 748; Kirby, Legal Aspects of Transborder Data

Flow, 11 Computer/L.J. 233, 242-43 (1991).
13. See infra text accompanying notes 29-162.
14. See Loi No. 78-17 du 6 janvier 1978 relative i l'informatique, aux fichiers et aux

libert~s [Law No. 78-17 of Jan. 6, 1978 concerning data processing, records and freedom],
J.0. du 7 janvier et rectificatif au 3.0. du 25 janvier [hereinafter French Law]; The Dan-
ish Private Registers Act, No. 293, June 8, 1978, amended by Act No. 383, June 10, 1987,
translated in Danish Ministry of Justice, Pub. No. 622 (Oct. 2, 1987) [hereinafter Danish
Law]; Wet Persoonsregistraties [Act of Dec. 28, 1988, providing rules for the protection
of privacy in connection with personal data files], Stb. 1988, at 665, translated in Council
of Europe Doc. Ca-PD (89) 4 (Jan. 27, 1989), reprinted in A. Nugter, Transborder Flow
of Personal Data Within the EC 397-410 (1990) [hereinafter Dutch Law]; Bundesdaten-
schutzgesetz (BDSG), translated in Germany: Federal Data Protection Act 1991, Council
of Europe Doc. CJ-PD (91) 30 (12 July 1991) [hereinafter German Law]; U.K. Data
Protection Act 1984, reprinted in A. Nugter, supra, at 365-95 [hereinafter British Law];
see also Nugter, supra note 14 (analysis of the French, Dutch, British and superseded
German laws); Evans, European Data Protection Laws, 29 Am. J. Comp. L 571, 578-80
(1981); Data Protection Roundup, Privacy L. & Bus., July 1991, at 2-7 (summarizing the
status of data protection legislation in 31 countries). A recent draft directive on data
protection issued by the Commission of the European Communities has also increased
attention to privacy protection. See Proposal for a Council Directive concerning the pro-
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other things, these laws permit national authorities to prohibit transfers
of personal information such as credit card or insurance data to countries
without sufficient privacy protection. In North America and Asia, differ-
ent approaches are used to deal with privacy issues.15 Recently, several
foreign governments have restricted the transmission of personal infor-
mation to countries perceived as ignoring computer privacy concerns.1 6

For transnational financial services, differences between national infor-
mation processing regulations and the treatment of data exports creates
an obstacle course for transnational service providers that is increasingly
hazardous.

Although the financial services industry has noted the importance of
information privacy regulation, data processing rules are just beginning
to appear on the international trade agenda, though rarely in a promi-
nent position."7 The recent free trade agreements, for example, do not
address these issues, and the Uruguay Round of GAT negotiations has
only recently taken tentative steps to include privacy matters. 8 The pri-
vacy dimension poses a major challenge for regulatory policy and signifi-
cant hurdles for the development of transnational financial services.' 9

The thesis of this Article is that the search for international harmoni-
zation of national information practice laws has been elusive; that na-
tional fair information practices are evolving-particularly in the context
of financial services; and, that therefore, the appropriate evolution for

tection of individuals in relation to the processing of personal data, Eur. Comm. Doc.
COM 314 final-SYN 287 (Sept. 13, 1990) [hereinafter Draft EC Directive].

15. See infra text accompanying notes 66-96.
16. Norway, Austria, Germany, and Sweden have each imposed restrictions on inter-

national data flows because of privacy concerns. See Compte rendu de la onzidme confdr-
ence des commissaires d la protection des donnies (Berlin, 29-31 aout 1989) in C.N.I.L.,
10e Rapport d'activit6 308-09 (1990) [hereinafter Compte rendu]. France has restricted
the transfer of personal information to Italy, Belgium, Switzerland, and the United States
on privacy grounds. See infra notes 178-80. The United Kingdom has also blocked a
data transfer to the United States. See infra note 183.

17. See, e.g., Drake & Nicholaidis, Ideas, Interests and Institutionalization: "Trade in
Services" and the Uruguay Round, 46 Int'l Org. 37, 47-48, 89 (1992) (data protection
appears sporadically on the trade agenda); Regulation of Financial Services Ten Global
Issues, 18 AMEX Bank Rev, Apr. 3, 1991, at 7 (privacy is mentioned as a peripheral
issue).

18. See Free Trade Area Agr., Apr. 22, 1985, U.S.-Isr., 24 I.L.M. 653; Free Trade
Agr., Jan. 2, 1988, U.S.-Can., 27 LL.M. 281.

Initially, the Uruguay Round mandate for GATT negotiations on services did not
mention data processing or privacy. See General Agreement on Tariffs and Trade: Minis-
terial Declaration on the Uruguay Round of Multilateral Trade Negotiations, Sept. 20,
1986, 25 I.L.M. 1623, 1627. Subsequently, negotiators have debated including a mention
of privacy issues in either the telecommunications annex or in a framework agreement.
In either case, the treatment of the issues will be rather general.

19. This Article will focus generally on cross-border banking and will use occasional
examples from the insurance and securities fields. A detailed treatment of each type of
financial service activity and its privacy implications would necessitate an entire series of
articles. This Article will also be confined to fair information practices in the private
sector and will not address public sector issues such as the controls on government access
to and use of personal information related to financial services.

S140 [Vol. 60
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the regulatory obstacles to transborder flows of personal information
must allow flexibility and regulatory customization to accommodate di-
vergent protection without circumventing privacy goals. This theme of
convergence shifts the debate to shared rules for the management of reg-
ulatory differences rather than continuing the "dialogue de sourds" on a
shared set of uniform rules.

Part I of this article explores the mechanisms used to regulate informa-
tion processing. It analyzes how the two international legal instruments
reflect a search for fair information practices and invite non-uniform sub-
stantive and procedural standards. Part I also demonstrates that these
instruments do not provide significant guidance for personal information
in the financial services sector. Beyond the international efforts, this Part
demonstrates that the national laws similarly reflect attempts to define
rules of fair information practices. It shows that the national techniques
vary substantially, and are still evolving, in the treatment of personal
information. Part II analyzes various data export restrictions. This anal-
ysis shows that the requirements for data exports are not consistent and
present real obstacles to cross-border financial services. Part III shows
that the obstacles posed by these data export restrictions present a regu-
latory challenge for transnational financial services based on the difficulty
and complexity of comparisons among national laws. Finally, Part IV
argues that the policy choices for dealing with transborder data flows in a
complex, dynamically changing information marketplace requires flexi-
bility and sensitivity toward varying methods of regulation. This flexibil-
ity calls for a particularized approach to rules on transnational fair
information practices. A flexible and customized approach to regulation
of information flows allows regulators to avail themselves of both legal
and extra-legal tools. This Article concludes by suggesting a combina-
tion of legal, technological and societal techniques that policy-makers
may use to achieve privacy satisfaction in the global information
economy.

I. INSPECTING THE COURSE: REGULATORY SCHEMES FOR FAIR

INFORMATION PRACTICES

For over one hundred years, legal systems have sought to define rules
for the protection of information about individuals.' Information prac-
tices relating to both individuals and corporations are often proscribed by
government regulation. In the United States, the rules are cast as a set of
rights protecting individual privacy.21 During the last century, serious
attempts to define clearly the privacy right and its underlying basis have

20. These efforts to protect individual rights trace their origins to the legendary arti-
cle by Samuel Warren and Louis Brandeis. See Warren & Brandeis, The Right to Privacy,
4 Harv. L. Rev. 193 (1890).

21. The classic American formulation by Warren and Brandeis described privacy as a
"right to be let alone." Id
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been inconclusive.22 In the context of computer-processed information,
the United States has traditionally sought, in limited ways, to define fair
information practices. 23 Great importance is placed on the value of the
free flow of information.24 Essentially, these definitions seek to balance
unrestrained information flows with the need to safeguard individuals
from various harms that occur as a result of overly free flows of
information.

Europeans have similarly sought to identify the sphere of control or
protection that individuals may have regarding personal information.
Some European countries include information about legal persons within
the sphere of protection. 25 Europeans refer to such rights as "data pro-
tection" rather than privacy. 26 The European philosophy derives from a
strong belief in "information self-determination. ' 27 As in the American
privacy concept, data protection seeks to achieve a set of fair information
practices. In general, Europeans emphasize human rights concerns.28

22. See, e.g., Restatement (Second) of Torts § 652A comment c (1977) (privacy is
divided into four categories with none "exclud[ing] the possibility of future develop-
ments"); A. Westin, Privacy and Freedom 7 (1967) (arguing for an individual's right to
control personal information: "Few values so fundamental to society as privacy have
been left so undefined in social theory or have been the subject of such vague and con-
fused writing by social scientists."); Bloustein, Privacy as an Aspect of Human Dignity:
An Answer to Dean Prosser, 39 N.Y.U. L. Rev. 962, 962 (1964) (arguing that privacy
protects human dignity and noting that, despite the many cases founded on privacy, con-
fusion persists as to what the right protects); Kalven, Privacy in Tort Law--Were Warren
and Brandeis Wrong?, 31 Law & Contemp. Probs. 326, 327-28 (1966) (criticizing the
protection of privacy in tort law, in part, because of its open-ended nature); Miller, Per-
sonal Privacy in the Computer Age: The Challenge of a New Technology in an Informa-
tion-Oriented Society, 67 Mich. L. Rev. 1089 (1969) (arguing that privacy means the
control of flows of information and that legal notions of privacy are inadequate in dealing
with the problems of computerization); Posner, The Right of Privacy, 12 Ga. L. Rev. 393,
393 (1978) (noting the "concept of 'privacy' is ill defined and has an economic founda-
tion). See generally Fried, Privacy, 77 Yale L.J. 475 (1968) (arguing that privacy is the
right to define one's self for others); Prosser, The Right of Privacy, 48 Cal. L. Rev. 383
(1960) (attempting to catalog and define interests protected by privacy).

23. See U.S. Privacy Protection Study Comm'n, Personal Privacy in an Information
Society: The Report of the Privacy Protection Study Commission 10-11 (1977) [hereinafter
Privacy Report]; U.S. Dep't of Health, Educ. & Welfare, Secretary's Advisory Comm. on
Automated Personal Data Sys., Records, Computers, and the Rights of Citizens (1973),
reprinted in Privacy Report, supra, at 15 n.7; Eger, supra note 9, at 210-11; Reidenberg,
Privacy in the Information Economy-A Fortress or Frontier for Individual Rights?, 44
Fed. Comm. L. J. 195 (forthcoming).

24. See, e.g., U.S. Const. amend I ("Congress shall make no law.., abridging the
freedom of speech.").

25. See Data Protection Roundup, supra note 14, at 2-7 (Austria, Denmark, Iceland,
Luxembourg, and Norway protect both natural and legal persons).

26. See Walden & Edwards, Data Protection, in Computer Law 198, 200-02 (Chris
Reed ed. 1990).

27. See Judgment of the First Senate (Bverfge, Karlsruhe, Dec. 15, 1983) translated
in 5 Hum. Rts. L.J. 94 (1984) (landmark census case in the German Federal Constitu-
tional Court ruling that the 1977 German statute on information privacy was unconstitu-
tional because it did not adequately recognize information self-determination).

28. The early European interest in data protection derived from the desire of human
rights advocates to adapt the European Human Rights Convention to the computer age.

S142 [Vol. 60
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At the international level, two major attempts tried to define fair infor-
mation practices on a global basis: the Organization for Economic Coop-
eration and Development (the "OECD") sought to establish norms, and
the Council of Europe created legal standards.29 The attempts faced the
classic challenge of accommodating different national techniques and
concepts.3 ° While the two efforts approached the transnationalization of
information from different perspectives,3 the underlying tension between
human rights concerns and free flows of information framed the harmo-
nization attempts with a similar set of issues for fair information prac-
tices. Neither of the international efforts sought specifically to regulate
financial services, yet each has a direct effect on the regulation of transna-
tional financial services. Despite the efforts, no international consensus
emerged on obligatory standards. National techniques remain critical
for fair information practice standards. These techniques, too, have a
direct effect on financial services, and the diversity poses a challenge for
the development of transnational financial services.

A. International Objectives

In 1980, the Organization for Economic Cooperation and Develop-
ment promulgated voluntary guidelines for the protection of privacy and
transborder data flows (the "OECD Guidelines").32 The following year,
the Council of Europe opened for signature a convention on data
processing and privacy (the "European Convention").33 While neither of
the documents deals explicitly with financial services, each tries to enun-

See, eg., Walden & Edwards, supra note 26, at 199; Explanatory Report on the Conven-
tion for the Protection of Individuals with regard to Automatic Processing of Personal Data

4, 19 I.L.M. 282, 300 (1980) [hereinafter Explanatory Report]. With this history, it is
curious that some European countries grant these protections to corporations and not
just individuals. See infra text accompanying notes 104-06.

29. See infra notes 32-60 and accompanying text.
30. See, eg., D. Tallon, L'harmonisation des rigles du droit privd entre pays de droit

civil et de common law, R.I.D.C. 514 (1990) (explaining difficulties harmonizing common
law and civil law rules).

31. See infra note 35-36 and accompanying text.
32. See Organization for Economic Co-operation & Dev., Recommendation of the

Council Concerning Guidelines Governing the Protection of Privacy and Transborder
Flows of Personal Data, O.E.C.D. Doc. (C 58 final) (Oct. 1, 1980), reprinted in 20 I.LM.
422 (1981) [hereinafter OECD Guidelines].

33. See Council of Eur., Convention for the Protection of Individuals with Regard to
Automatic Processing of Personal Data, Jan. 28, 1981, Eur. T.S. No. 108, reprinted in 20
I.L.M. 377 (1981) [hereinafter European Convention]. The Council of Europe is an in-
tergovemmental organization that promotes human rights, including civil, political, eco-
nomic and social rights. See Statute of the Council of Eur., May 5, 1949, art. 3, Eur. T.S.
No. 1. (1968). Membership consists of twenty-six countries: Austria, Belgium, Cyprus,
Czech & Slovak Federal Republic, Denmark, Finland, France, Federal Republic of Ger-
many, Greece, Hungary, Iceland, Ireland, Italy, Liechtenstein, Luxembourg, Malta,
Netherlands, Norway, Poland, Portugal, San Marino, Spain, Sweden, Switzerland, Tur-
key, and United Kingdom.
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comparisons of foreign standards for fair information practice are likely
to encourage needless controversy for transnational financial services.
The alternative is for government regulators to accept a degree of flexibil-
ity and tailor regulatory applications to particular information transfer
contexts. A shared vision of flexibility and regulatory customization
broadens the possibilities for data exports and allows new legal and ex-
tra-legal policy instruments to satisfy fair information practice standards.

A. Standards of Comparison

Although various standards of comparison are defined in the interna-
tional instruments and in national laws to determine the permissibility of
data exports, significant ambiguity remains. The OECD Guidelines
frame the issue in terms of substantial compliance with the data protec-
tion principles;2 2 the European Convention gives no guidance for non-
signatories and uses an "equivalency" standard for restrictions among
signatories; 253 national laws may set no particular standard or may re-
quire "equivalency" of protection;254 and, the proposed harmonization
rule for the European Community is likely to adopt an "equivalency"
standard.2 5 The conventional wisdom suggests that "equivalence" may
impose a higher standard for the sufficiency of foreign laws. However,
under any of these standards, several interpretations are possible: the
satisfactory nature of foreign standards may depend on the similarity of
approach to fair information practices, the comparability of substantive
rights, or some combination of each.

If the data protection authority of an exporting country chooses to
examine only the process side of foreign fair information practices, the
foreign regulatory approach then becomes the only relevant criteria.
France seems to favor this line of inquiry.25 6 Paradoxically, in cases
where omnibus legislation exists in the foreign destination, the failure of
existing omnibus laws to converge on identical standards suggests that
the process inquiry has limited utility. Actual comparability will still
depend on the substantive rights under any given omnibus law.

For financial services, a superficial comparison of regulatory schemes
would be devastating. Neither the United States nor Asian countries
would be able to satisfy such a threshold and information flows would be
seriously encumbered for global services. Nevertheless, when the foreign
destination does not have omnibus legislation, a comparison of fair infor-
mation approaches does not presumptively require data flow restrictions.
National regulatory schemes that follow the ad hoc method may for a

252. See supra note 169 and accompanying text.
253. See supra notes 172-75 and accompanying text.
254. See supra notes 176-98 and accompanying text.
255. See supra notes 193-197 and accompanying text.
256. See supra notes 178-80 and accompanying text. The C.N.I.L. decisions were

based on the lack of a foreign omnibus law. The reports do not indicate that any inquiry
into foreign substantive rights took place.

[Vol. 60S172
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particular sector have an equivalent "sectoral/omnibus" law. In these
cases, a process inquiry must choose between broad and narrow compari-
sons. A broad comparison favors data flow restrictions, while the narrow
view satisfies concerns over foreign fair information practice standards
without burdening transnational flows of information. The proposed Eu-
ropean directive seems to favor the narrow view; although the basic rule
on transborder data flows looks generally at the destination country's fair
information practice standards, the derogation procedure contemplates a
narrower analysis of data transfers. In the case of the United States, even
a narrow view of sectoral comparisons may not sufficiently help financial

257services.
The process inquiry also leads to a comparison of enforcement and

supervision mechanisms. Different approaches to fair information prac-
tice regulation tend toward divergent enforcement and supervision mech-
anisms." 8 Any comparison of these differences is likely to favor data
flow restrictions where the European country has a powerful data protec-
tion authority and the foreign destination does not. Ironically, the wis-
dom of encouraging the creation of government supervisory agencies
with broad search and seizure powers can be questionable in some socie-
ties, such as those with totalitarian histories or unstable governments.

Attempts to define broad standards for comparison are incongruous
with the complex character of the information marketplace. In particu-
lar, the financial services sector represents global networks with many
players. The flow of personal information over financial networks in-
cludes data needed for infrastructure purposes as well as data inherent in
financial service products. Because the comparison of approaches sug-
gests the desirability of a sectoral interpretation, the context of particular
information transmissions is important.

An alternative to the process comparison is a search for parallel sub-
stantive standards. This choice of a comparison standard for data export
regulation emphasizes a context-based evaluation.25 9 Any comparative
analysis of substantive rights would necessarily focus on the type of data
transfer and the available sectoral rights in the destination. The choice of
this comparison raises administrative costs. Case-by-case analysis would
be required for foreign data transfers.2" However, generic solutions

257. See supra text accompanying notes 212-41.
258. See supra notes 92-93, 99-102 and accompanying text.
259. See Reidenberg, A Commentary on Data Protection, Privacy and Regulatory Con-

flicts between the European Community and the United States, Access Reports, May
1991, at 8-9.

260. See U.K. Data Protection Registrar, Home Office Consultation CEC COM 314
final-SYN 287, 288, 4.2.9 (Dec. 3, 1990) (criticizing both the complete black-listing of
countries and the alternative case-by-case vetting procedure in the Draft EC Directive,
particularly with respect to financial services and travel). But see Remarks by Malcolm
Norris, Data Protection Registrar, Office of the Isle of Man Data Protection Registrar, to
the Electronic Democracy Conference, Washington, D.C., Sept. 5, 1991 (indicating that
under a future EC data protection directive, case-by-case decisions will likely be needed
as the short-term route for EC-USA data flows); Remarks by Ulla Ihnen, Directorate

1992] S173



FORDHAM LAW REVIEW

would not work well with the complex information processing arrange-
ments that are common in the financial services sector. Furthermore, as
computer technology itself develops, the difficulties of case-by-case analy-
sis can be reduced with techniques such as computerized decision sup-
port systems.26'

Each of these regulatory choices points toward a need for flexibility in
dealing with fair information practices. Both the process and substantive
choices for comparisons of fair information standards suggests a focus on
narrow contexts.

B. Reconciling Diversity2 62

Flexibility suggests that a variety of techniques, in addition to the legal
comparisons, will be necessary for fair information practice rules to keep
pace with a rapidly changing technological and business environment.
As financial services networks evolve, the nature of the information flows
will change and the national treatment of fair information practices will
evolve. If history is a guide, the evolution of national fair information
practice regulation is not likely to result in uniform, international stan-
dards. Instead, international convergence on a set of techniques to man-
age persistent differences can provide a means for reconciling the
diversity of fair information practice standards around the world; con-
vergence on the tools to manage national differences offers a bridge
across divergent national standards.

This view of a shared international regulatory analysis attempts to cre-
ate a customized set of fair information practice standards for fair infor-
mation flows. The tailored "customized regulation" may include
combinations of the functional legal comparisons, contractual devices,
technological solutions, information network configurations, and societal

Gen. for Internal Market & Indus. Aft., Comm'n of the Eur. Communities, to the 4th
Annual Privacy Laws & Business Data Protection Conference, Cambridge University,
July 3, 1991, at 12 (commenting that category reviews will be likely under any final EC
data protection directive).

Various procedural issues are also directly related to the choice of an appropriate stan-
dard of comparison. Transborder data flow restrictions necessitate that regulatory au-
thorities make judgments about foreign law. The procedures and sources of information
for agency findings have significant consequence. If, for example, the foreign jurisdiction
has no corresponding government authority, as is presently the case with the United
States, a decision based on arguments by interested private parties may not reflect accu-
rately on nuances and varying interpretations of the state of the law in the foreign juris-
diction. Problems will clearly arise for countries where the law on fair information
practices is evolving and no single, definitive interpretation exists.

261. See G. Greenleaf & A. Mowbray, The Privacy Workstation (Paper presented at
4th Annual Privacy Laws & Business Data Protection Conference, Cambridge Univer-
sity, July 4, 1991).

262. This theory of managing regulatory differences derives from a presentation made
by the author to a meeting on "Networld Order Scenarios" in Paris, June 7, 1991. See
Reidenberg, Personal Information and Global Interconnection: The Challenge of
Regulatory Convergence, Project Promethee Perspectives, Dec. 1991, at 27-36.
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constraints. 263

The starting point for a shared vision of diversity management is the
comparison of substantive rights on a functional basis. If similar stan-
dards exist for the particular information being transferred in the context
of specific uses, then there is no need for any bridge. The treatment of
transaction data, for example, from credit card purchases may be pro-
tected similarly in different jurisdictions through various combinations of
legal rights. However, the differences among national laws suggest that
no true uniformity of fair information standards will exist even for these
narrow sectoral uses of information. As a result, gaps will need to be
covered.

The contractual solution is one method to resolve conflicting levels of
privacy protection.2" Data transfers may be permitted if contract rights
are granted to supplement the existing fair information practice laws of
the destination.265 The contractual approach, however, assumes that
data transfers are rather discrete transactions between two entities. Fi-
nancial services organizations tend not to follow this model.266 Financial
services networks are often comprised of numerous parties sharing and
creating information in symbiotic ways. As a result, a simple contract
between the exporter and recipient of personal information may not be
appropriate for the circumstances.26 The success of contractual devices
also depends on the legal enforceability of these private contracts. In
some jurisdictions, this may be troublesome because individuals are usu-
ally third-party beneficiaries to a transborder data flow contract between
the data exporter and recipient. Some countries do not allow the en-
forcement of third party beneficiary rights.268 Consequently, additional
techniques need to be available for increased flexibility.

Beyond the functional legal protections and contractual rights, the
technology itself may be used to satisfy fair information practice stan-
dards. In some cases, the choice of technology can be used to minimize
conflicts. For example, the increasing use of smart cards in the financial

263. Id at 34-35.
264. See Note, Contracts for Transnational Information Services" Securing Equivalency

of Data Protection, 22 Harv. Int'l LJ. 157, 171-75 (1981); Brian Napier, Contractual
Solutions to the Problem of Equivalent Data Protection in Transborder Data Flows (pa-
per presented at conference on "Legal Challenges and Opportunities Created by the Pro-
lific Growth of Electronic Information Services," organized jointly by the Council of
Europe and the Commission of the European Communities, Luxembourg, March 27-28,
1990) (on file with the Fordham Law Review); Model Contract Designed to Ensure
Equivalent Data Protection for TBDF, Privacy L. & Bus., Oct. 1991, at 6-7.

265. This solution was used by the C.N.I.L. in the Fiat decision. See supra note 178.
Austria has taken the same approach. See Compte rendu, supra note 16, at 308.

266. See Brandon & Halvey, The Outsourcing Decision.: Avoiding Pitfalls, Am. Banker,
Jan. 15, 1992, at 4-5 (describing outsourcing practices).

267. See Reidenberg, An American Solution to TBDF Contractual Problems, Privacy L
& Bus., Dec. 1991, at 12-14.

268. See Napier, supra note 264.
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services community offers the means to erase data and thus minimize the
significance of any discrepancies in laws on the duration of data storage.

In a similar way, the configuration of financial services networks can
be useful to accommodate asymmetrical national standards of fair infor-
mation practices. If the network configuration limits the duration of
storage of personal information through data purging, then differences in
national standards for data storage become irrelevant. Similarly, if the
network prevents secondary uses of personal information such as market-
ing activities through blocking, then differences in national standards are
unimportant. In many instances, financial services use personal informa-
tion on a global basis in innocuous ways for administrative purposes.269

For these cases, the network may also be structured so that information
is coded and barriers to access and use are established in order to pre-
clude practices that might be inconsistent with fair information stan-
dards. By preventing certain information collections or uses without
legal intervention, actual conflicts over fair information regulation be-
come irrelevant.

These legal and technical solutions may also be supplemented by socie-
tal pressures. In seeking to retain a positive public image, companies
have an incentive to adopt a certain degree of fair information practice
standards.2 70 Similarly, in some countries, such as Japan, the govern-
ment involvement in private sector codes may provide sufficient quasi-
legal pressure for companies to comply with fair information practice.27'
Although social pressure cannot be asserted as a panacea, it may be help-
ful and powerful in conjunction with the other tools. In many instances,
though, fair information practices may be challenged by "transparent"
companies, or those buried deep in the infrastructure of data processing.
But, for these hidden companies, there is only a small public image issue
and the social pressure would be weak.

CONCLUSION

National and international regulation of fair information practices di-
rectly affect the provision of transnational financial services. Standards
of fairness for data processing are evolving both at the national and inter-
national levels. Different approaches to regulation and varying substan-
tive rights exist at both levels.

Although some efforts have been made by the OECD and the Council
of Europe, the harmonization of national information processing laws
has not been successful. The approach and substantive rights continue to
differ in countries around the world. The recent proposals from the Eu-

269. See Berkvens, supra note 6 (administrative acts in connection with payment oper-
ations defy relevancy of general data protection principles.)

270. See, eg., Am. Express, supra note 85 (describing the company's policy not to
disclose any customer information without prior consent from the customer).

271. See supra notes 88-91 and accompanying text.
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ropean Commission are similarly not likely to result in identical stan-
dards across Europe.

As part of the regulation of fair information practices, the interna-
tional instruments and national laws establish mechanisms to prohibit
data exports to countries without satisfactory standards of fair informa-
tion practice. The mechanisms rely on comparisons of national laws. In
light of the global community's failure to achieve convergence on stan-
dards of fair information practice, these comparisons are likely to en-
courage export prohibitions. For financial services, such restrictions
would be crippling.

The standards for comparing national fair information practice regula-
tion suggests a number of choices. These choices favor examinations
based on the particular context for information flows. The comparisons
also suggest that regulatory flexibility is desirable to bridge inconsequen-
tial national differences.

Regulatory flexibility can be enhanced by the use of legal, technologi-
cal, and societal techniques. A shared vision of the appropriate tech-
niques can be quite useful to reconcile otherwise conflicting regulatory
schemes. This notion of convergence establishes a mechanism to custom-
ize fair information practice standards for specific contexts. As a result,
the irreconcilable differences between the debates in the national and in-
ternational contexts can be avoided.
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