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ENDNOTES & REFERENCES

I Data found in the Apple App Store and Google Play Store is under the columns

“AA,” and “GP” respectively.

2 Before users download an app on devices running up to Android 5.9, users may need
to give the app permission to access specific capabilities or information on the device,
known as permission groups. Google Play Store displays information regarding which
permission groups an app will be able to access. This information can help users in
deciding whether to install the app. Once users allow an app to access a permissions
group, the app may use any of the individual permissions that are part of the group. See
Review App Permissions Thru Android 5.9, GOOGLE PLAY HELP, https://support
.google.com/googleplay/answer/6014972?p=app_permissions&rd=1 [https://perma.cc
/9SJS-ZFDD] (last visited July 4, 2017).

3 An app that is identified to belong in “Find Accounts on the Device” group can
access users device ID(s), phone number, whether users are on the phone, and the number
connected by a call. Device ID & call information may include the ability to read phone
status and identity. See Review App Permissions Thru Android 5.9, supra note 2.

4 An app that is identified to belong in “Read Contacts” group can use user’s device’s
contacts, which may include the ability to read and modify contacts. See id.

> An app that is identified to belong in “Approximate Location (Network-Based)”
group can use your device’s approximate location (network-based). See id.

6 An app that is identified to belong in “Precise Location (GPS and Network-Based)”
group can use your device’s Precise location (GPS and network-based). See id.

7 Anapp that is identified to belong in “Read the Contents of USB Storage” group can
use files or data stored on your device. Photos/Media/Files access may include the ability
to read the contents of your USB storage (example: SD card). See id.

8 An app that is identified to belong in “Modify or Delete the Contents of USB
Storage” group can use files or data stored on your device. Photos/Media/Files access
may include the ability to modify or delete the contents of your USB storage. See id.

®  An app that is identified to belong in “Take Pictures and Videos” group can use your
device’s camera. Camera access may include the ability to: Take pictures and videos. See
id.
10 An app that is identified to belong in “View Wi-Fi Connections” group can access
your device’s Wi-Fi connection information, like if Wi-Fi is turned on and the name(s) of
connected devices. Wi-Fi connection information access may include the ability to view
Wi-Fi connections. See id.

1" An app that is identified to belong in “Pair with Bluetooth Devices” can control
Bluetooth on your device, which includes broadcasting to or getting information about
nearby Bluetooth devices. See id.

12° An app that is identified to belong in “Use Accounts on the Device” can use your
account and/or profile information on your device. Identity access may include the ability
to: find accounts on the device, read your own contact card (example: name and contact
information), modify your own contact card, add or remove accounts. See id.

3 To test the network requirement for each game, Fordham CLIP conducted an
experiment by using airplane mode from both an Android phone and iPhone. When
airplane mode was on, access to Clash of Clans, Clash Royale, Mobile Strike, Game of
War Fire Age, and Pokémon Go was restricted. However, Candy Crush Saga’s and
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Candy Crush Soda Saga’s gaming features loaded without restriction, although some
functionality such as message/chat and in-app purchases were restricted if without an
internet connection.

14 However, players can send a message to his or her Facebook friends.

However, players can send a message to his or her Facebook friends.

However, players can send a message to his or her Facebook friends.

17" However, players can send a message to his or her Facebook friends.

18 Supercell’s Privacy Policy applies to both Clash of Clans and Clash Royale. See
Privacy Policy, SUPERCELL, http://supercell.com/en/privacy-policy [http:/perma.cc
/2ZX5-YKRS] (last visited July 4, 2017) (“This Privacy Policy (this ‘Policy’) describes
the ways we collect, store, use, and manage the information, including personal
information, and data that you provide or we collect in connection with our websites,
including  www.supercell.com, = www.clashofclans.com, = www.clashroyale.com,
www.haydaygame.com, www.boombeach.com, www.clashofclans.co.kr,
www.supercell.co.jp and www.supercell.net (the ‘Sites’) or any Supercell game provided
on a mobile platform (for example, iOS and Android) (collectively, the ‘Service(s)’).”)
[hereinafter Supercell Privacy Policy].

19 King’s Privacy Policy applies to both Candy Crush Saga and Candy Crush Soda
Saga. See Consumer Terms, KING, https://about.king.com/consumer-terms/terms/en
[https://perma.cc/Z8SM-G3AL] (last visited July 4, 2017) (“This policy applies to all of
our games, whether played on our website www.king.com, on mobile devices, PC or on
other platforms such as Facebook™) [hereinafter King Privacy Policy].

20 Machine  Zone, Inc. (“MZ”) Privacy  Statement, MACHINE ZONE,
http://www.gameofwarapp.com/privacypolicy.html [https://perma.cc/6VLH-TPZF] (last
visited July 4, 2017) [hereinafter Machine Zone Privacy Policy).

2l Epic  War, LLC (“Epic  War”) Privacy  Policy, EPIC  WAR,
http://www.mobilestrikeapp.com/privacypolicy.html [https://perma.cc/UJ45-XZUB] (last
visited July 4, 2017) [hereinafter Epic War Privacy Policy].

2 Pokémon GO  Privacy  Policy, NIANTIC, https://www.nianticlabs.com
/privacy/pokemongo/en [https://perma.cc/GIAS-Z2YL] (last visited July 4, 2017)
[hereinafter Pokémon GO Privacy Policy).

23 Supercell Privacy Policy, supra note 18 (“Supercell Oy... is dedicated to
protecting the privacy rights of our users”).

24 King Privacy Policy, supra note 19 (“We are a company called King.com
Limited.”).

25 Machine Zone Privacy Policy, supra note 20 (“MZ develops and publishes online
and mobile products and services, including websites, mobile applications and platform
services (collectively, the ‘Services’). In this policy, ‘MZ’ refers to Machine Zone, Inc.
and its Affiliates, which shall mean subsidiaries, parent companies, joint ventures and
other corporate entities under common ownership.”).

26 Epic War Privacy Policy, supra note 21 (“‘Epic War, LLC’ refers to Epic War, LLC
and its Affiliates, which shall mean subsidiaries, parent companies, joint ventures and
other corporate entities under common ownership.”).

27 Pokémon GO Privacy Policy, supra note 22(“Protecting your privacy (or the privacy
of your authorized child) is really important to Niantic, Inc. (‘Niantic,” ‘we,” ‘our,” or
‘us’.)”).

2 Supercell Privacy Policy, supra note 18 (“This Privacy Policy (this ‘Policy’)
describes the ways we collect, store, use, and manage the information, including personal
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information, and data that you provide or we collect in connection with our websites,
including  www.supercell.com, = www.clashofclans.com, = www.clashroyale.com,
www.haydaygame.com, www.boombeach.com, www.clashofclans.co.kr,
www.supercell.co.jp and www.supercell.net (the ‘Sites’) or any Supercell game provided
on a mobile platform (for example, i0S and Android) (collectively, the ‘Service(s)’)”).

2 Epic War Privacy Policy, supra note 21 (“Epic War, LLC (‘Epic War’) develops
and publishes social games for the web and mobile devices including Mobile Strike (the
‘Service’)”).

30 Pokémon GO Privacy Policy, supra note 22 (“To make this Privacy Policy easier to
read, our services, the App, and our website located at http://pokemongo.nianticlabs.com
and http://www.pokemongolive.com (the ‘Site’) are collectively called the ‘Services’”).

31 King Privacy Policy, supra note 19 (“In this policy we refer to our games, websites,
advertising activities and other services collectively as our ‘Services’”).

32 Machine Zone Privacy Policy, supra note 20 (“MZ develops and publishes online
and mobile products and services, including websites, mobile applications and platform
services (collectively, the ‘Services’)”).

3 Supercell Privacy Policy, supra note 18 (“Our Policy Regarding Children. We do
not knowingly collect or solicit personal information from anyone under the age of 13 or
knowingly allow such persons to use our Service. If you are under 13, please do not send
any information about yourself to us, including your name, address, telephone number, or
email address. No one under the age of 13 may provide any personal information. In the
event that we learn that we have collected personal information from a child under age
13, we will delete that information as quickly as possible. If you believe that we might
have any information from or about a child under the age of 13, please contact us at legal-
requests@supercell.com.”).

3 King Privacy Policy, supra note 19 (“As set out in the terms and conditions relating
to our Services, you must be at least 13 years old to access and/or use our Services. We
do not knowingly collect personal data about children under the age of 13.”).

35 Machine Zone Privacy Policy, supra note 20 (“Our Policies Concerning Children.
Our Services (including websites, games, and applications) are not intended for children
under the age of 13. We do not knowingly collect or solicit any personal information
from children under the age of 13 and we do not knowingly allow children under the age
of 13 to register for or use the Services. Children under the age of 13 should not use our
Services or send us any personal information about themselves at any time. In the event
We learn that We have inadvertently gathered personal information from children under
the age of 13, We will take reasonable measures to promptly erase such information from
our records. If you believe that we might have information from or about a child under
the age of 13, please contact us”).

36 Epic War Privacy Policy, supra note 21 (“Our Services (including websites, games,
and applications) are not intended for children under the age of 13. We do not knowingly
collect or solicit any personal information from children under the age of 13 and we do
not knowingly allow children under the age of 13 to register for or use the Services.
Children under the age of 13 should not use our Services or send us any personal
information about themselves at any time. In the event We learn that We have
inadvertently gathered personal information from children under the age of 13, We will
take reasonable measures to promptly erase such information from our records.”).

31 Pokémon GO Privacy Policy, supra note 22 (“Accounts with Children. We comply
with verifiable parental consent requirements mandated by the Children’s Online Privacy
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Protection Act (COPPA) and European data protection laws (including, without
limitation, the Data Protection Directive) through a verification and consent process
handled by PTC. As described in the Terms of Service (‘Terms’), the parent or legal
guardian (‘Parent’) of each child under the age of 13 must register with The Pokémon
Company International, Inc. (‘TPCI’) through PTC before creating an Account.
Registering a PTC account requires that a child’s Parent provide an email address, a user
name for the user and the date of birth of the user. For U.S. residents, after a Parent has
registered a PTC account, TPCI will verify that the child is the Parent’s child by asking
for the sum of the first and last digits of the Parent’s social security number and the
Parent’s name, date of birth, and street address. TPCI will not share that information with
us. After TPCI verifies that the child is the Parent’s child, it will ask the Parent to consent
to the creation of an Account with us. If a Parent does not consent to a child’s access to
and use of the Services or does not verify the Parent’s consent through the consent
process, Niantic will bar that child’s registration for an Account, prevent the child’s
access to and use of the Services, and ensure that such child’s information is not
accessible through the Services. Parents have the right to refuse further collection, use,
and/or disclosure of their child’s PII by notifying us. If we learn that we have received
PII from a child under the age of 13 without the Parent providing consent, we will delete
the child’s Account and all other PII collected in conjunction with such Account. The
Parents of children under the age of 13 understand and agree that TPCI and/or Niantic
may provide information collected via the Services, to third parties who use such
information for the sole purpose of administering or providing the Services (e.g., third
party security monitoring services and web hosting companies).”).

3 Supercell Privacy Policy, supra note 18 (“In order to use your community forum,
you must register and provide a username, password and email address.”).

3 King Privacy Policy, supra note 19 (“These features will enable other players to see
your username, your avatar and your progress through our games and other game play
related information such as high scores.”).

40 Machine Zone Privacy Policy, supra note 20 (“You can control and find out more
about these settings within the application. For example, MZ may access and store some
or all of the following information: Your in service username, Your device’s MAC
address, Facebook User ID, Facebook Fan Status, Your physical location and that of your
access devices.”).

41 Epic War Privacy Policy, supra note 21 (“For example, Epic War may access and
store some or all of the following information: Your in-Service username, Your device’s
MAC address, Facebook User ID, Facebook Fan Status, Your physical location and that
of your access devices.”).

2 Pokémon GO Privacy Policy, supra note 22 (“Registering a PTC account will
require you to submit the date of birth of the user (which could be you or your authorized
child) and the PTC username. This information will be shared with us (see the ‘Accounts
with Children’ paragraph below for more information on this).”).

4 Supercell Privacy Policy, supra note 18 (“In order to use your community forum,
you must register and provide a username, password and email address.”).

4 King Privacy Policy, supra note 19 (“If you access our Games and you allow them
to interact with a social network you are giving us permission to use your email address
and any other personal information which that social network shares with us that will
allow us to personally identify you.”).



