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in terms of their effectiveness in combating destructive behavior.’¢ On this
argument, the network effects phenomenon—where certain technologies
become entrenched because they facilitate a wide variety of uses dependent
on them”’—can ensure that a suite of protocols not only is adopted widely,
but also adhered to. The challenge in developing protocols that can limit
interfering uses is that engineers have proved ingenious in circumventing
all sorts of protocols that would otherwise limit behavior condemned by the
original inventor.”® Moreover, this argument overlooks the fact that the
basic design ethos of the Internet is antithetical to limiting the potential uses
of basic enabling technologies. Rather, the Internet pioneers embraced an
“end-to-end” ethos that shifts control to the edges of the network precisely
so that users can introduce new innovations, regardless of their social
impact.”®

In short, the effectiveness of technical architecture in limiting interfering
uses of commons access spectrum depends on a regulatory regime that
requires all equipment to be certified as compliant with certain basic
protocols. The current certification regime, embodied in the FCC’s Part 15
rules, safeguards only the rights of licensed spectrum users and provides no
protection to commons access users.3¢ Consider, for example, that a “Wi-Fi
Hog,” which appropriated an unduly large amount of commons access
spectrum, undermining all Wi-Fi systems in a particular area but not
disrupting any licensed users, would satisfy Part 15’s requirements.8!
Moreover, even if all developers of Wi-Fi transmitters agreed to certain
protocols to prevent destructive uses such as the Wi-Fi Hog, it would not be
difficult for skilled hackers to circumvent such limitations. Indeed, as
transmitters increasingly rely on software, the possibilities for ‘“hard-
wiring” protections against noxious uses into the equipment itself will
quickly evaporate.82  Consequently, without a back-end enforcement

76. See Buck, supra note 10, 99 88-94 (providing examples of effective cooperative self-
enforcement among users of Wi-Fi technology).

77. See, e.g., Michael L. Katz & Carl Shapiro, Technology Adoption in the Presence of
Network Externalities, 94 J. Pol. Econ. 822 (1986).

78. Consider, for example, the cases involving “hacking” and circumvention of copy
protection schemes. See, e.g., Universal City Studios, Inc. v. Corley, 273 F.3d 429 (2d Cir.
2001).

79. Stated simply, the end-to-end ethos is a commitment to (1) openness (both in terms
of its basic standards and in the culture of the standard-setting organizations themselves), (2)
modularity and protocol layering, and (3) a shifting of control over the relevant applications
to the edge of the network. See Dale N. Hatfield, 8 Commlaw Conspectus 1, 1 (2000).

80. 47 C.F.R. § 15.5(2004).

81. This Wi-Fi Hog is not a hypothetical device, but one that has already been invented.
See Wi-Fi-Hog—2003, http://www.mee.tcd.ie/~bruckerj/projects/wifihog.html (last visited
Sept. 10, 2005).

82. The flexibility of software-defined radios built using open-source software will be
particularly amenable to modification—for good and for ill. See, e.g., Sam Williams, Radio
Free Software, Salon.com, Dec. 18, 2002,
http://www.salon.com/tech/feature/2002/12/18/gnu_radio/print.html (“We’re pretty much
turning all hardware problems into software problems [and] want to facilitate evolution in
the radio arena.”) (quoting Eric Blossom, Founder of the GNU Radio Project).
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regime of some kind, the flexibility made possible by software-defined
radios may well increase the efficient use of spectrum while also facilitating
counterproductive uses.

D. Case Studies: The CB and Ham Radio Experiences

In arguing for a spectrum commons approach, a number of commentators
have suggested that past experiences with commons access spectrum, in the
contexts of ham radio and citizen’s band radio, underscore that the forces
discussed above—i.e., social norms, marketplace responses, and technical
architecture—can limit the potential for destructive behavior. In particular,
Stuart Buck and Professors Carol Ting, Johannes M. Bauer, and Steven S.
Wildman make this very argument.®3 As we discuss below, however, their
accounts of these episodes minimize the degree to which tragedy of the
commons-type behavior took place in the absence of governmental
regulation and fail to appreciate the unique circumstances that made
cooperation possible in those instances.

1. Ham Radio

In arguing for an increased reliance on the commons model, Stuart Buck
invokes the example of ham radio—or more precisely, the development of
similar commons-type practices at the dawn of ham radio’s development.?4
In the ham radio environment, volunteer leaders have taken on the role of
policing the use of the spectrum. In many parts of the country, voluntary
“spectrum management leaders,” who call themselves the amateur auxiliary
of the FCC, are able to police illegal conduct somewhat effectively by using
threats—in the form of official-looking notifications—that they will spur
FCC action to go after bad actors who fail to heed their warnings.8> This
peer pressure is taken seriously by ham operators—when the observer
notifies another operator that he or she has been operating in a manner not
in accordance with the rules, it generally triggers the desired response.8¢ In
addition to the official observers who work in conjunction with the FCC, a
distinct group of frequency coordinators oversees the use of repeaters in
ham radio transmissions, facilitating coordination between different users.87

In highlighting the case of ham radio, Stuart Buck acknowledges that it
demonstrates how, under certain conditions, social norms and private

83. See generally Buck, supra note 10, 99 40-42; Carol Ting et al., The U.S. Experience
with Non-traditional Approaches to Spectrum Management: Tragedies of the Commons and
Other Myths Reconsidered, Sept. 2003, http://quello.msu.edu/wp/wp-03-05.pdf.

84. Buck, supra note 10, Y 78-80.

85. See Dave Hassler, Observing the Official Observers, QST Magazine, July 2003, at 1,
available at http://www.arrl.org/qst/2003/07/0307047.pdf; see also American Radio Relay
League, The Amateur Auxillary of the FCC,
http://twww.arrl.org/FandES/field/org/am_aux.html (last visited Sept. 11, 2005).

86. See Hasler, supra note 85, at 1-3. (describing positive responses).

87. Id.
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enforcement can obviate the need for public enforcement.®8 Indeed, the
FCC’s decision to ban the sale of amplifiers separate from radio
transmission devices8? underscores the fragility of commons access
spectrum environments protected . only by social norms and private
oversight. Moreover, the rise and fall of CB radio makes this point even
more powerfully.

2. The CB Radio Saga

In the mid-1970s, CB radios experienced a brief period popularity with
the general public. Prior to that time, the band was used largely by distinct
communities of enthusiasts and, more famously, by truckers (think “10-4,
good buddy”). Once the band became more widely used, and attracted a
more diverse community of users, the previous social norms broke down
(including the commitment to refrain from vulgar language and harassment)
and users began, among other things, attaching amplifiers to their
transmitters to make themselves, in effect, broadcasters. The mutated
character of the previously informal communications soon boomeranged,
ending the brief explosion of popularity for CB radios once new users
discovered that the advertised attractiveness of informal communication
among enthusiasts no longer existed.

Commentators Ting, Bauer, and Wildman have a different take on the
rise and fall of CB radio. Rather than suggest that the overuse of the band
and the rise of amplifiers confirm concerns about tragedy of the commons-
like results, they argue that the relative success and workability of the band
before and after its rise in popularity actually undermines the case for
tragedy of the commons-type concerns. As they put it, “Interference caused
by illegally amplified signals has always been and still is a common
complaint [among CB users], but unlike during its peak, channel congestion
is not a problem anymore, even in metropolitan areas.”® Notably, these
commentators acknowledge the FCC’s failings in this area, explaining that
it “has never devoted sufficient resources to enforcement to ensure deter
[sic] violations of its usage rules or violations of its technical
specifications.™!

The lack of effective enforcement by the FCC undoubtedly contributed to
the rising complaints about interference during CB radio’s peak years of
1974-1976 and the dramatic falloff in users after that time frame: In fact,
the number of complaints escalated from 30,000 to 100,000 during that
time.? Ting, Bauer, and Wildman have suggested that the misbehavior was
confined to a small subset of users who, in violation of the rules of the

88. Seeid.

89. Modification of Parts 2 and 15 of the Commission’s Rules for Unlicensed Devices
and Equipment Approval, 19 F.C.C.R. 13,539, 13,545-46 (2004).

90. Ting et al., supra note 83, at 6.

91. Id. at 12.

92. Id. at17.
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band, acted as broadcasters rather than individual communicators.?3 Even
assuming the validity of this argument, it supports the game theory
prediction that outside entrants into a community who face neither social
norm pressures nor legal enforcement will be likely to engage in disruptive
behavior that will limit the potential of a common resource.?*
Consequently, if the story of CB radio’s rise and fall were to be repeated in
the case of WISPs, the FCC’s effort to promote WISPs would almost
certainly fail.

III. PUBLIC REGULATION AND MOVING BEYOND THE TRADITIONAL
PART 15 REGIME '

As Part II explained, nonpublic regulation is unlikely to be fully effective
in guarding against tragedy of the commons-type concerns.?> In terms of
the role of social norms, we believe that they are quite promising, but that
they will be of limited effectiveness in addressing relations between distant
and anonymous users of commons access spectrum. As for market forces,
there are strong reasons to question their effectiveness insofar as they will
likely operate in both directions—not only protecting cooperative behavior,
but also creating incentives for “cheating.” Finally, as to the effect of
specific technical architectures, the increased uses of software-defined
radios will facilitate the (already possible) circumvention of prescribed
protocols, making it important to oversee the behavior of individual users.
In short, the success of the commons model is likely to depend, at least in
part, on the ability of regulation to guard against the tragedy of the
commons and counterproductive uses of commons access spectrum.

While nonlegal regulation forces are unlikely to be fully effective in
addressing tragedy of the commons-like concerns, the future role of social
norms, marketplace responses, and technical architectures is likely to

93. Id.

94. The FCC adopted the broader explanation of congestion—i.e., without assigning
blame to a limited class of users—in evaluating the unfortunate fate of CB radio. See
Creation of an Additional Personal Radio Service, 72 F.C.C.2d 453, 455 (1979) (notice of
inquiry) (noting “complaints that the level of congestion (at least in major urban areas) has
reached the point where reliable communications are becoming increasingly difficuit to
achieve”).

95. In evaluating the effectiveness of nonpublic regulatory approaches, we have declined
to evaluate whether they are open to criticism on other grounds, such as being an illegitimate
or an undemocratic means of developing information policy. Such arguments, for example,
are commonly leveled at the Internet Corporation for Assigned Numbers and Names
(“ICANN™), which is a private, nonprofit corporation that manages access to the Internet’s
domain name system. See, e.g., Jonathan Weinberg, /[CANN and the Problem of Legitimacy,
50 Duke L.J. 187 (2000); see also Steven L. Schwarcz, Private Ordering, 97 Nw. U. L. Rev.
319, 322, 329 (2002) (observing that “commercial private ordering is rarely restricted” by
traditional safeguards that confer legitimacy on public bodies, but that “[wlhere efficiency is
the sole goal of regulation, unrestricted private ordering can be legitimate”). Bur see
Jonathan R. Macey, Public and Private Ordering and the Production of Legitimate and
Hllegitimate Legal Rules, 82 Cornell L. Rev. 1123, 1125 (1997) (suggesting that private
ordering is more likely to produce legitimate rules and thus should be preferred over public
ordering).
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remain important. Nonetheless, on their own and without the backstop of
law enforcement, they are unlikely to address such concerns effectively. To
be sure, even without law enforcement assistance, it is quite possible that
commons access spectrum could still be used effectively. But as rival
commercial services utilize commons access spectrum and the distance of
uses for commons access spectrum continues to expand—the record for a
Wi-Fi transmission is already in excess of fifty-five miles®*—the need for
public regulation is likely to become more pronounced. Indeed, the FCC
appears to recognize the need to act in this area, as evidenced by Chairman
Powell’s remark that such regulations are necessary to “protect against [an]
interference meltdown,”7 such as that caused by tragedy of the commons-
like concerns.

The FCC, in developing its regulatory regime for commons access
spectrum, should recognize the importance of these non-regulatory
protections against interference, work in tandem with them where possible,
and be sure not to displace them. Significantly, there is a risk that external
rules and monitoring by the FCC could, if not carefully developed, prove
counterproductive by crowding out constructive cooperative initiatives such
as those discussed above.”® In general, the FCC’s regulatory tools for
ensuring cooperation in the use of commons access spectrum fall into two
categories: proactive requirements and reactive enforcement measures.
Before discussing these options, however, we will first address two
proposals for taking the job of enforcement responsibility away from the
FCC, explaining how each proposal deviates from existing law and why we
view these proposals to be inferior to a regulatory regime superintended by
the FCC.

A. Alternatives to FCC Regulation

Two notable proposals provide alternatives to the FCC’s role of
overseeing the use of commons access spectrum. One proposal, which
draws its inspiration from the property rights model, would be to allow
either local property owners or those who aggregate such rights to police
the use of commons access spectrum. A second proposal would be to treat
abusive uses of commons access spectrum as common law violations to be
addressed in judicial forums.

Increasingly, rival users of commons access spectrum are looking to
different authorities to settle disputes between them. If, for example, rival
services using commons access spectrum at airports bring complaints to the
airport authority, that authority will be tempted to adjudicate such disputes
and regulate commons access spectrum use at airports just as that authority

96. Kim Zetter, Wi-Fi Shootout in the Desert, Wired, Aug. 3, 2004, available at
http://www.wired.com/news/culture/0,1284,64440,00.html.

97. Powell Tells CES FCC Must Understand and Protect VoIP This Year, Comms.
Daily, Jan. 12, 2004, at 2, available at 2004 WLNR 6932914 (internal quotation omitted).

98. See Elinor Ostrom, Collective Action and the Evolution of Social Norms, 14 J. of
Econ. Persps. 137, 147 (2000) (reporting on experiments that demonstrate this possibility).
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regulates disputes among other other concessions. Similarly, if a user is
unable to use her device at home because a neighbor’s device is
incompatible—and they are unable to resolve their dispute amicably—the
frustrated user might be tempted to bring an action in court claiming that
her neighbor’s use of commons access spectrum constitutes a “nuisance”
that should be enjoined. In either case, however, the airport authority or the
court would lack jurisdiction over the dispute, as the Communications Act
clearly assigns such matters to the FCC.%?

As a legal matter, it is generally accepted that the FCC enjoys exclusive
authority over spectrum matters.!%0 [n particular, the courts have regularly
concluded that the FCC’s authority in this area preempts the entire field of
possible regulation.!®! In so doing, courts have cited the relevant legislative
history of Congress’s last enactment that addressed the FCC’s jurisdiction
in this area (i.e., the House Conference Report of the Communications
Amendments Act of 1982),102 which explained that “exclusive jurisdiction
over [radio frequency interference] incidents (including pre-emption of state
and local regulation of such phenomena) lies with the FCC.”103
Consequently, when individuals have brought actions claiming that a
particular operator’s transmissions interfered with their home appliances
and thus constituted a nuisance, the courts have declined to hear such
cases. 104

As a normative matter, some argue that Congress should address the
FCC’s stranglehold on spectrum as soon as possible.!05 To be sure, the
FCC’s management of spectrum has been and continues to be highly

99. See Petition of Cingular Wireless L.L.C. for a Declaratory Ruling, 18 F.C.C.R.
13,126, 13,132 (2003) (“The Commission and the federal courts have consistently found that
the Commission’s authority in the area of [radio frequency interference] is exclusive and any
attempt by State or local governments to regulate in the area of [radio frequency
interference] is preempted.”).

100. We say “generally accepted” because, although the Supreme Court has not addressed
the matter, all federal courts of appeals that have considered the matter have agreed that the
FCC enjoys complete authority in this area. See, e.g., Freeman v. Burlington Broadcasters,
Inc., 204 F.3d 311, 320 (2d Cir. 2000) (reviewing authority and concluding “that federal law
has preempted the field of [radio frequency] interference regulation™).

101. See Rice v. Santa Fe Elevator Corp., 331 U.S. 218, 230 (1947) (holding that field
preemption is appropriate when the federal regulatory regime is “so pervasive” and the
federal interest “so dominant” as to leave no room for state regulation).

102. See, e.g., Burlington Broadcasters, Inc., 204 F.3d at 321.

103. H.R. Rep. No. 97-765, at 23 (1982) (Conf. Rep.), as reprinted in 1982 U.S.C.C.A.N.
2261, 2267, see also id. at 33, 1982 U.S.C.C.A.N. at 2277 (“[T]he Conferees intend that
regulation of [radio frequency interference] phenomena shall be imposed only by the
Commission.”).

104. See, e.g., Broyde v. Gotham Tower, Inc., 13 F.3d 994, 996 (6th Cir. 1994) (ruling
that a nuisance action, based upon allegations that radio signals exceeded federal standards,
could not be brought in federal or state court, and noting that all courts to consider the matter
have so held).

105. See, e.g., Pablo T. Spiller & Carlo Cardilli, Towards a Property Rights Approach to
Communications Spectrum, 16 Yale J. on Reg. 53, 81, 82 (1999) (asserting that “the FCC
has shied away from any large-scale revision of the existing spectrum administration to a
property rights approach” and that “the adoption of a property rights approach to spectrum in
the U.S. could only be accomplished by an Act of Congress™).
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imperfect, but we are even less sanguine about a model of purely private
ordering or common law development.

In terms of private ordering, while the airport authority case is one of the
more plausible contexts in which a band manager could ensure some level
of cooperation over a broader geographic area, even that environment is
plagued by the risk of leaving the oversight of commons access spectrum to
local landowners. In particular, airport authorities may view their
managerial role as an opportunity to collect rents from those wishing to
operate Wi-Fi-like services. Reflecting this concern, the Industrial
Telecommunications Association urged the FCC to reject a petition by
airport authorities to oversee such spectrum, explaining that “the ‘sole
motivational goal’ of those efforts ‘is to increase airport revenue.’”106
Consistent with a long line of precedent, the FCC staff accepted this
argument and retained exclusive jurisdiction over commons access
spectrum within airport terminals. 07

To their credit, the ability of airport authorities to coordinate effectively
commons access spectrum uses makes their claim to oversight more
compelling than an argument that individuals should be afforded oversight
over commons access spectrum on the real estate they own. In particular,
for a would-be WISP, such a regime would force it to acquire easements
from all in a neighborhood before providing service to any customer. Such
a requirement would not only create enormous transaction costs, it would
also invite hold-out behavior—i.e., seeking the financial rewards of being
the last property owner to grant an easement—because it is not possible for
WISPs to prevent a signal from trespassing on a non-consenting property
owner’s domain. To be sure, if one believed that commons access spectrum
could only be used in the home or in very limited geographic areas, this
proposal might have some merit, but the increasing distances that can be
reached using present technology suggest otherwise.

The second alternative to the FCC is common law courts. Kevin
Werbach recently advanced a version of an argument previously promoted
by Peter Huber, arguing that common law courts can oversee access to
spectrum.!9® Huber maintained that courts can enforce property rights to

106. Bob Brewin, Airlines Win Wi-Fi Management Battle with Airports, Computerworld,
June 25, 2004, http://www.computerworld.com/mobiletopics/mobile/wifi/story/
0,10801,94124,00.html (quoting the Industrial Telecommunications Association).

107. Federal Commc’ns Comm’n, Commission Staff Clarifies FCC’s Role Regarding
Radio Interference Matters and Its Rules Governing Customer Antennas and Other
Unlicensed Equipment, June 24, 2004, at 1 (public notice), available at
http://hraunfoss.fcc.gov/edocs_public/attachmatch/DA-04-1844A1.pdf (“[T]he FCC has
exclusive authority to resolve matters involving radio frequency interference [RFI} when
unlicensed devices are being used, regardless of venue.”); id. at 2 (“We also affirm that the
consumer protections for the installation and use of consumer antennas under the FCC’s
Over-the-Air Reception Devices (OTARD) rules apply to unlicensed devices.”).

108. See Peter W. Huber, Law and Disorder in Cyberspace: Abolish the FCC and Let
Common Law Rule the Telecosm 206 (1997) (asserting that “[s]mall-scale and privately-
centered common law is the only kind of law that sits comfortably with our traditions of
individual freedom and private liberty” and that, under such common-law governance, “the
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use spectrum,!%? and somewhat similarly, Werbach has argued that courts
can ensure that individuals and firms use commons access spectrum without
unduly interfering with one another.!!® The essence of Huber’s argument,
and presumably Werbach’s as well, is that the FCC is unable to manage
questions of spectrum interference effectively. To Huber, such authority
invites micromanaging by the FCC—an “army of federal employees
hanging around indefinitely to meddle and mess up” the industry.!1!

The courts that have resolved private actions have recognized that the
issues involved in spectrum management are highly technical and require
uniform, national rules.!!2 After all, equipment manufacturers and service
providers rely on pre-set rules to develop their offerings and would confront
considerable uncertainty if the developers were left to defend themselves in
unpredictable forums. In short, the court system’s expertise and ability to
develop determinate rules is inferior to that of the FCC.113 Finally, to the
extent that the FCC makes substantive misjudgments in this area, we view
this as an argument for better regulatory strategies, not for different
institutional actors.

Even if courts could develop more determinate and expertly guided rules
for spectrum policy (say, as the Federal Circuit has for patent policy),!!4
there are two other notable reasons to opt for a model of public regulatory
enforcement. First, as we will discuss below, the FCC enjoys the ability to
work in tandem with other stakeholders and to develop proactive
approaches in ways that courts cannot. Second, the ability of private actors
to remedy nuisance-like violations is notoriously limited, as they must
internalize the relevant enforcement costs. To be sure, there are solutions to
this dilemma—including class actions or public prosecutors—but one
effective mechanism of addressing this issue is to authorize agency

telecosm will become again a place of vast freedom and abundance™); Werbach, supra note
12, 920-21 (“Common law doctrines of nuisance and trespass may be used to resolve
[spectrum interference] disputes.”).

109. See Huber, supra note 108, at 72-74 (advocating the privatization of the spectrum
and asserting that courts could adjudicate disputes involving interference between spectrum
users).

110. See Werbach, supra note 12, at 956 (advocating a “deregulation of spectrum” that
“puts decisions about who can transmit in the hands of those who wish to transmit and
makes use of the private mechanism of common law courts to sort out disputes™).

111. Peter Huber et al., Federal Telecommunications Law 402-03 (2d ed. 1999).

112. See, e.g., Broyde v. Gotham Tower, Inc., 13 F.3d 994, 997 (6th Cir. 1994) (noting
that the FCC’s jurisdiction “‘over technical matters associated with the transmission of radio
signals ‘is clearly exclusive’ (quoting Head v. N.M. Bd. Of Exam’rs in Optometry, 374
U.S. 424, 430 n.6 (1963))).

113. See Digital Crossroads, supra note 21, at 421 (noting that a court that “finds fault
with an agency’s decision is expected to remand the matter back to the agency” because
“agencies have greater topical expertise than judges™); Philip J. Weiser, Federal Common
Law, Cooperative Federalism, and the Enforcement of the Telecom Act, 76 N.Y.U. L. Rev.
1692, 1715-18 (2001).

114. See generally Rochelle Cooper Dreyfuss, The Federal Circuit: A Case Study in
Specialized Courts, 64 N.Y.U. L. Rev. 1 (1989).
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oversight, as the Federal Trade Commission does for consumer protection
issues.

B. Proactive Requirements Superintended by the FCC

In regulating commons access spectrum, the FCC’s regime centers on
enforcing a set of certification requirements that restrict power levels and
guard against interference with licensed operators. As the role of commons
access spectrum within the economy increases, and as it is used to provide
carrier-level services, the FCC will face increasing pressure to develop
measures that will limit interference between rival users of commons access
spectrum. Building from the Part 15 rules certification regime, the FCC is
beginning to experiment with two notable, proactive requirements: (1) the
imposition of spectrum etiquette rules, and (2) database registration
requirements. We will discuss each in turn.

1. Etiquette Standards

The FCC first experimented with the use of a prescribed etiquette
standard for equipment using commons access spectrum when it established
the rules for unlicensed Personal Communications Services (“PCS”)
spectrum in the early 1990s. In that case, the FCC mandated all unlicensed
PCS equipment to “monitor the spectrum before transmitting and to use a
specific transmission format”!15—i.e., such devices must “listen before they
talk.” Later, after the American National Standards Institute (“ANSI”)
developed a measurement procedure to ensure that manufacturers complied
with such requirements, the FCC incorporated this procedure into its
rules. 116

As commons access spectrum applications have proliferated, the FCC
has begun to consider whether it should mandate spectrum etiquette more
broadly. In particular, in considering how it can reform its rules governing
commons access spectrum to facilitate wireless broadband, the FCC asked
whether it should impose certain etiquette standards. In response,
Microsoft advocated a set of etiquette standards—including listening before
talking, ceasing “transmissions if there is no information to be sent,” and
using “the minimum transmit power necessary to complete a
communications link”!17—on all uses of commons access spectrum in order
to limit interference. To date, Microsoft’s proposal has proved quite
controversial, with a number of commentators arguing that those bands
already replete with commons access uses (such as the 2.4 GHz band)

115. Review of Part 15, 16 F.C.C.R. 18,205, 18,216 (2001) (notice of proposed
rulemaking and order).

116. Review of Part 15 and Other Parts of the Commission’s Rules, 18 F.C.C.R. 14,741,
14,781 (2003) (second report and order).

117. See Modification of Parts 2 and 15 of the Commission’s Rules for Unlicensed
Devices and Equipment Approval, 19 F.C.C.R. 13,539, 13,552 (2004) (describing
Microsoft’s proposal); see also Comments of Microsoft, supra note 14.
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would incur great costs associated with these requirements. The FCC has
acknowledged such concerns and declined to implement any such proposal;
in so doing, however, it suggested that such a proposal had merit for bands
yet to be dedicated to commons access uses and indicated that it would
seriously consider the concept in the future.118

With respect to new bands, the primary concern related to spectrum
etiquette requirements is that compliance with a particular standard will
limit innovation. In short, detailed restrictions—no matter how well
intended or well crafted—can reduce the ability of the inventors and others
to innovate without seeking changes in the associated rules and regulations.
Moreover, regulatory standards are sometimes flawed, either because the
regulator lacks necessary technical capabilities or because the regulator
succumbs to the pressures of particular groups’ efforts to protect their
market position through regulation (i.e., rent-seeking behavior).!1?

Even giving the regulators any benefit of the doubt, whether to develop
mandated etiquette standards is a difficult question. Certainly, more
restrictive requirements—which could limit the ability of innovators to use
licensed spectrum quickly and effectively—may well sacrifice long-term
innovation in favor of short-term utilization. Indeed, the codification of
certain etiquette standards for commons access spectrum could undermine
the freewheeling innovation traditionally associated with such bands. To
strike a balance between these two goals, we recommend preserving certain
bands of spectrum for more wide-ranging uses while experimenting with
etiquette standards in other bands. In particular, we believe that it would be
a mistake to impose “listen before you talk” (and other spectrum etiquette)
requirements on all bands, but such measures clearly have merit insofar as
they can enable WISPs to provide levels of service quality associated with
carrier-class service.

For the FCC, the challenges associated with standard setting (including
those associated with setting etiquette standards) are not novel concerns, as
they have arisen in the transition to digital television (among other such
initiatives).!20 In setting telecommunications standards, the FCC should be
careful to institute only functional requirements and, where possible, to
utilize the experience of established standard-setting bodies to define and
enforce the relevant criteria. Notably, the FCC’s standard-setting oversight
has moved in this direction both in superintending aspects of the transition
to digital television and in other areas as well, such as the enforcement of its
Part 68 Rules that govern what equipment may be attached to the telephone
network.!2!

118. Moedification of Parts 2 and 15 of the Commission’s Rules for Unlicensed Devices
and Equipment Approval, 19 F.C.C.R. at 13,552.

119. For a good discussion of this point, see Abraham Bell & Gideon Parchomovsky, Of
Property and Antiproperty, 102 Mich. L. Rev. 1, 43-44 (2003).

120. For a discussion of that challenge, see Digital Crossroads, supra note 21, at 395-406.

121. For a fuller explication of this point, see id. at 385-406.
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If managed optimally, the FCC’s use of standard-setting bodies to
develop the necessary etiquette standards can leverage the expertise of such
standard-setting bodies as well as maintain a degree of oversight to be sure
that such standards are adopted. By contrast, where standard-setting bodies
are left to their own devices, their lack of formal authority may lead to a
failure to adopt, or an inability to enforce, compliance with a particular
standard.!??  Significantly, the FCC is also in a position to ensure that
standard-setting bodies develop standards based on a fair process that
provides a collective benefit that would not be internalized fully by any
individual user of spectrum.!23

In a recent decision involving the allocation of unlicensed spectrum, the
FCC both recognized the need to resist developing a standard itself and
declined to empower the efforts of a particular standards body (e.g., the
IEEE) to develop a protocol for avoiding interference in the use of
unlicensed spectrum.!24 Presumably, this decision reflects the concern that
developing and enforcing proactive requirements embodied in spectrum
etiquette rules might, if managed ineffectively, replicate the failings of the
command-and-control model—i.e., rigidity, inflexibility to change, and
invitations to rent-seeking behavior. Nonetheless, by calling for the
creation of a protocol (or set of protocols) to limit interference, but
suggesting that it is not regulating the use of the relevant bands of
unlicensed spectrum, it risks promoting confusion rather than the
development of the WISPs.

2. Registration Requirements

Over the last twenty years, the FCC has increasingly moved away from
the laissez-faire Part 15 regime, and instead has begun to adopt limitations
that increase confidence that devices using commons access spectrum will
not interfere with licensed uses and, in some cases, commons access uses.
In addition to the development of etiquette rules, another innovation is the
requirement that anyone interested in using a particular band register their
commitment to do s0.125 In substance, this regime imposes a nonexclusive
licensing requirement that all users provide certain information before using
the designated spectrum. In the so-called “millimeter wave” proceeding,
for example, the FCC adopted such a requirement, instituting a site-specific
coordination and registration process to be superintended by a third party
entity serving as a clearinghouse for access to this spectrum.!26 Similarly,

122. For a discussion of this model of standards development, see Philip J. Weiser,
Internet Governance, Standard Setting, and Self-Regulation, 28 N. Ky. L. Rev, 822 (2001).

123. See Philip J. Weiser, The Internet, Innovation, and Intellectual Property Policy, 103
Colum. L. Rev. 534, 573-75 (2003).

124. Wireless Operations in the 3650-3700 MHz Band, 20 F.C.C.R. 6502, 6522-23
(2005).

125. See Allocations and Service Rules for the 71-76 GHz, 81-86 GHz and 92-95 GHz
Bands, 18 F.C.C.R. 23,318, 23,339-41 (2003).

126. See id.
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in its specialized Part 15 rules for broadband over powerline (“BPL”)
services, the FCC mandated that all BPL providers use a publicly available
database to indicate their operations in particular areas.!?” In theory, such a
notification and registration regime facilitates cooperation and creates
incentives for good behavior (as well as a greater ability to use the stick of
legal enforcement to punish bad behavior).

The use of a registration regime for a spectrum commons raises a host of
issues that the FCC will need to consider carefully in the years ahead. In
discussing a registration regime, for example, the cautionary tale of Internet
Corporation for Assigned Numbers and Names (“ICANN”) immediately
comes to mind. In that case, a government-sponsored—but not regulated—
entity gained control over the important role of overseeing domain
names.!28 The registration regime envisioned by the FCC, however, would
not cover access to all spectrum, but instead would be similar to a stock
exchange’s role in facilitating capital formation and thus unlike ICANN’s
exclusive role vis-a-vis domain names. In this sense, the FCC could
facilitate competition between registrars and oversee registrars in a manner
similar to how the Securities and Exchange Commission oversees the stock
exchanges. Of course, as observers of the recent wave of scandals are
aware, that model is not without cautionary tales either, as it can, for
example, enable the registrar to limit competition or extract rents that raise
the price paid by end users.

C. Reactive Measures Superintended by the FCC

While the proactive measures discussed above are more recent
innovations, the FCC’s traditional enforcement efforts related to commons
access spectrum have involved the reactive role of ensuring compliance
with the Part 15 certification requirements.!?? As noted above, however,
there are many scenarios—ranging from incompatible equipment to a Wi-
Fi-Hog to intentional jamming—that can compromise the use of commons
access spectrum. In part, Wi-Fi’s open standard leaves it vulnerable to
hacking of all kinds, including intentional jamming using off-the-shelf
equipment.130 Indeed, even certified equipment can easily be used—either
unintentionally (e.g., hogging) or intentionally (e.g., jamming)—to disturb
adjacent commons access spectrum uses. Although the FCC’s Chief
Engineer has indicated that the agency intends to “get serious about

127. Amendment of Part 15 Regarding New Requirements and Measurement Guidelines
for Access Broadband over Power Line Systems, 19 F.C.C.R. 21,265, 21,300-01 (2004).

128. Among other things, ICANN’s status as a government-sponsored, but not regulated,
registrar gives rise to a series of nettlesome issues. See Milton Mueller, Ruling the Root 211-
26 (2002); Jonathan Zittrain, What'’s in a Name, 55 Fed. Comm. L.J. 153, 153-54 (2003)
(reviewing Milton Mueller, supr).

129. See, e.g., Datel Design & Dev.,, Inc., 19 F.C.C.R. 17, 20 (2004) (notice of apparent
liability) (fining Datel Design ar.d Development $10,000 for importing equipment that
radiated emissions beyond that authorized by the Part 15 rules).

130. See Patrick Gray, New Flaw Takes Wi-Fi off the Air, The Register, May 13, 2004,
http://www.theregister.co.uk/2004/05/13/wifi_security_flaw.
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unauthorized use” of commons access spectrum and will “go after abusers
of unlicensed spectrum,”!31 neither its relevant rules nor its enforcement
apparatus are set up to do this job. In fact, an agency spokesman indicated
that the agency has never fined a party for using cellphone-jamming
equipment, and industry executives suggest that the rules against jamming
are essentially unenforced.!32

Under its broad enabling authority, the FCC is free to regulate behavior
between users of commons access spectrum. The FCC could, for example,
begin enforcing certain broad standards—such as “no willful and malicious
interference”—or specific rules (like etiquette standards). To do so, it
would use its authority under the Communications Act to “govern[] the
interference potential of devices” using radio frequencies.!33  More
particularly, the FCC could apply to the commons access spectrum the
Communications Act command that “[nJo person shall willfully or
maliciously interfere with or cause interference to any radio
communications of any station licensed or authorized” by the FCC.134
However, construing users of commons access spectrum as authorized
operators and enforcing this command effectively—something the FCC has
yet to do—presents the agency with a number of challenges.

For a number of reasons, the devices utilizing commons access spectrum
are fundamentally different than their licensed spectrum counterparts,
making enforcement efforts measurably more difficult. First, the sheer
number of devices involved and the decentralized nature of the networks
make it difficult to carry out enforcement activities. Thus, like the issues
related to digital content distributed illegally via the Internet, it will often be
difficult for enforcement authorities (either public agencies or private
actors) to track down relevant violators and then demonstrate their violation
of the relevant requirements.!35 Second, unlike the audible or visible forms
of interference associated with traditional radio and television broadcasting,
interference in a data network may only appear through a slower or more
erratic performance, often making the source of the degradation difficult to
ascertain. For example, slower data downloads might be caused by a
legally operated, proximately located cordless telephone or an illegal data
network device operating at high power a kilometer away. Third,
distinguishing between levels of intent—e.g., between benign hogging on
account of inferior equipment and malevolent jamming—will not always be

131. OET Chief Sees Potential Solution for “White Spaces” TV Proposal, Comms. Daily,
Apr. 19, 2004, at 2, 3, available at 2004 WLNR 6952149 (internal quotation omitted); see
also Powell, supra note 6, at 4 (“[W]e are fully committed to enforcing our technical
rules.”).

132. Christopher Elliot, Mystery of the Cellphone that Doesn’t Work at the Hotel, N.Y.
Times, Sept. 7, 2004, at C8.

133. 47 U.S.C. § 302a (2000).

134. Id § 333.

135. See, e.g., Recording Indus. Ass’n of Am. v. Verizon Internet Servs., 351 F.3d 1229
(D.C. Cir. 2003).



2005] POLICING THE SPECTRUM COMMONS 693

easy, let alone demonstrable for enforcement purposes.!3¢ Finally, to
engage in effective enforcement efforts, the FCC—possibly in conjunction
with other actors—will need to invest in monitoring equipment and also be
sufficiently effective to create real deterrent effects. In short, the failure of
the FCC to pursue effective enforcement methods can contribute to the
illegal uses, or even the failure, of a service, as in the case of the CB
radio.137

As the FCC considers how to prevent certain uses of commons access
spectrum, it is critical that it enlist good actors in local communities to
assist their efforts. In so doing, it can follow the model used in the ham
radio environment, discussed above, in which the FCC empowers voluntary
overseers by providing an enforcement threat to their exercise of unofficial
authority.!3% Indeed, the model of empowering private individuals to work
together to solve disputes is one the FCC has employed in other contexts.
In particular, Part 101139 of the FCC’s rules facilitates cooperation among
users of licensed spectrum by specifying that they work together to
coordinate their use of a set of frequencies—i.e., to establish operating
procedures for those using the same spectrum.!40 In effect, the Part 101
rules empower private frequency coordinators to settle disputes privately by
insisting that the relevant parties work through issues cooperatively prior to
FCC involvement.!4!  Significantly, this regime has spurred the
establishment of cooperative institutions that self enforce—through the
existence of an institutional memory and a market for reputation—measures
that require actors to act reasonably over time.!42 1In short, this regime
reflects a proper balance of public regulation and private ordering,
facilitating private cooperation in order to ensure that a common resource is
protected and used appropriately.!43

136. This challenge relates more generally to the difficulties associated with defining
“harmful interference.” See R. Paul Margie, Can You Hear Me Now? Getter Better
Reception from the FCC’s Spectrum Policy, 2003 Stan. Tech. L. Rev. 3,
http://stlr.stanford.edu/STLR/Articles/03_STLR_5/index.htm.

137. See discussion supra Part 11.D.2.

138. See FCC Official Acknowledges 00s Really Are “Official,” The AARL Letter Online
(American Radio Relay League), April 9, 1999, http://www.arrl.org/ arrlletter/99/0409/
(quoting an FCC official as stating that “[t]he volunteer work of these Official Observers is a
critical element of the Commission’s enforcement program”).

139. 47 C.F.R. § 101 (2004).

140. See generally Reorganization and Revision of Parts 1, 2, 21, and 94 of the Rules to
Establish New Part 101 Governing Terrestrial Microwave Fixed Radio Services, 11 F.C.C.R.
13,449 (1996).

141. Schroeder Manatee Ranch, 16 F.C.C.R. 5722, 5723 (2001) (noting that, under the
relevant FCC rules, licensees “are expected to cooperate in the use of frequencies and
resolve any harmful interference by mutually satisfactory arrangements” (internal quotation
and footnote omitted)).

142. For an example of an association that facilitates reputational sanctions, see Lisa
Bernstein, Private Commerical Law in the Cotton Industry: Creating Cooperation Through
Rules, Norms, and Institutions, 99 Mich. L. Rev. 1724 (2001).

143. See Ostrom, supra note 63, at 138-39 (detailing how a collective institution for water
management arose).
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To enforce proactive requirements and oversee malicious uses of
spectrum, the FCC should enhance its spectrum enforcement capabilities as
well as empower other entities to do so.144 In particular, standard-setting
bodies, frequency coordinators, and the volunteer coordinators in the ham
radio environment all provide models that the FCC can employ in
developing a regulatory regime to govern commons access spectrum. With
respect to selecting entities that can aid its enforcement efforts, the FCC can
rely on existing institutions (e.g., the IEEE as a competent standard-setting
body) and allow social norm entrepreneurs to emerge and be embraced by a
relevant community (as has occurred in the ham radio environment).
Finally, the FCC can consider delegating responsibility to registrars or band
managers who would be accountable to it. Given the FCC’s minimal
experience with all of these approaches, it would do best to use a
combination of all models before emphasizing a particular strategy.

CONCLUSION

As the FCC builds on the initial, unexpected success of the commons
access model of spectrum management, it should consider carefully what
measures will guard against tragedy of the commons-like concerns. In a
technologically dynamic environment, there are numerous challenges that
the FCC will face in developing an effective model for reliable
enforcement. As this Article has discussed, no one single approach—and
particularly no approach that does not involve FCC oversight—is likely to
be successful. Consequently, the FCC should continue moving ahead to
implement different proactive and reactive measures that will provide users
of commons access spectrum with important assurances that new services
and products will not be compromised either by bad actors or poor
coordination. If the FCC fails to do so, however, it risks allowing the
promise of WISP-like services to follow the unfortunate boom-and-bust
path of CB radio.

144. Stuart Buck argues for a spectrum commons with rules enforced by local
management associations. See Buck, supra note 10, § 76. While we believe that such an
approach must be coupled with other measures as well, both his argument and our
endorsement of such a point appreciate that there are considerable benefits to relying on
subsidiary entities to enforce basic standards announced by the FCC. See Weiser, supra note
113, at 1698-1703.



